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Foreword

The CC Project Sponsoring Organisations are pleased to provide this version 2.0 draft of the
Common Criteria for Information Technology Security Evaluation. This version is to be used b
CC Project Sponsoring Organisations for their internal review. It will also be made availab
information purposes to ISO/IEC, JTC 1, SC27/WG3 experts via the NIST website (see b
As previously agreed with WG3, the Common Criteria Implementation Board (CCIB) 
continue to develop this document though early April, 1998. Version 2.0 pre-final will be released
at that time, made available to WG 3 experts via the NIST website, and will also be provi
paper form at the WG3 meeting in Stockholm, Sweden. 
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However, the CC Project Sponsoring Organisations retain the right to use, copy, distribute
or modify the CC as they see fit.
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1 Scope

1 This standard defines the Common Criteria (CC) as the basis for evaluati
security properties of Information Technology (IT) products and systems.
establishing a common criteria base, the results of an IT security evaluation w
meaningful to a wider audience. 

2 This standard will permit comparability between the results of independent sec
evaluations. It does so by providing a common set of requirements for the se
functions of IT products and systems and for assurance measures applied t
during a security evaluation. By establishing a level of confidence, the evalu
results may help consumers to determine whether the IT product or system is 
enough for their intended application and whether the security risks implicit i
use are tolerable.

3 The CC is useful as a guide for development of products or systems with IT se
functions and for procurement of commercial products and systems with 
functions. During the evaluation such an IT product or system is known as a T
of Evaluation (TOE). Such TOEs include, for example, operating syste
computer networks, distributed systems, and applications. The CC also suppo
selection of appropriate IT security properties of TOEs. 

4 The CC addresses protection of information from unauthorised disclo
modification, or loss of use. Resistance to these three types of damage is com
called confidentiality, integrity, and availability, respectively. The CC may also
applicable to aspects of IT security outside of these three. The CC concentra
threats to that information arising from human activities whether maliciou
otherwise but may be applicable to some non-human threats as well. In additio
CC may be applied in other areas of IT but makes no claim of competence o
the strict domain of IT security.

5 The CC is applicable to IT security measures implemented in hardware, firm
or software. Where particular aspects of evaluation are intended only to ap
certain methods of implementation, this will be indicated within the relevant crit
statements. 

6 Certain topics, because they involve specialised techniques or because th
somewhat peripheral to IT security, are considered to be outside the scope 
CC. Some of these are identified below.

a) The CC does not contain security evaluation criteria pertaining
administrative security measures not related directly to the IT secu
measures. However, it is recognized that a significant part of the secur
a TOE can often be achieved through administrative measures su
organisational, personnel, physical, and procedural controls. Administra
security measures in the operating environment of the TOE are treat
19 December 1997 Version 2.0 Draft Page 1 of 64
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secure usage assumptions where these have an impact on the ability
IT security measures to counter the identified threats.

b) The evaluation of technical physical aspects of IT security such
electromagnetic emanation control is not specifically covered, altho
many of the concepts addressed will be applicable to that area. In parti
the CC addresses some aspects of physical protection of the TOE.

c) The CC addresses neither the evaluation methodology nor 
administrative and legal framework under which the criteria may be app
by evaluation authorities. However, it is expected that the CC will be u
for evaluation purposes in the context of such a framework and su
methodology.

d) The procedures for use of evaluation results in product or sys
accreditation are outside the scope of the CC. Product or sy
accreditation is the administrative process whereby authority is grante
the operation of an IT product or system in its full operational environm
Evaluation focuses on the IT security parts of the product or system
those parts of the operational environment which may directly affect th
elements. The results of the evaluation process are consequently a va
input to the accreditation process. However, as other techniques are
appropriate for the assessments of non-IT related product or system se
properties and their relationship to the IT security parts, accreditors sh
make separate provision for those aspects.

e) The subject of criteria for the assessment of the inherent qualitie
cryptographic algorithms is not covered in the CC. Should indepen
assessment of mathematical properties of cryptography embedded in a
be required, the evaluation scheme under which the CC is applied 
make provision for such assessments.
Page 2 of 64 Version 2.0 Draft 19 December 1997
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2 Definitions

2.1 Common abbreviations

7 The following abbreviations are common to more than one part of the CC: 

CC Common Criteria for Information Technology Security Evaluatio

CCORCommon Criteria Observation Report

EAL Evaluation Assurance Level

IT Information Technology

PP Protection Profile

SF Security Function

SFP Security Function Policy

SoF Strength of Function

ST Security Target

TOE Target of Evaluation

TSC TSF Scope of Control

TSF TOE Security Functions

TSFI TSF Interface

TSP TOE Security Policy

2.2 Scope of glossary

8 This section contains only those terms which are used in a specialised way 
CC. The majority of terms in the CC are used either according to their acc
dictionary definitions or according to commonly accepted definitions that ma
found in ISO security glossaries or other well-known collections of security te
Some combinations of common terms used in the CC, while not meriting glo
definition, are explained for clarity in the context where they are used. In-co
explanations of the use of terms and concepts in Part 2 and Part 3 can be fo
‘paradigm’ sections of the respective part.
19 December 1997 Version 2.0 Draft Page 3 of 64
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2.3 Definitions

9 Assets — Information or resources to be protected by the countermeasures
TOE.

10 Assignment — The specification of an identified parameter in a component.

11 Assurance — Confidence that an entity meets its security objectives. 

12 Augmentation — The addition of one or more assurance component(s) from P
to an EAL or assurance package.

13 Authentication data — Information used to verify the claimed identity of a use

14 Authorised administrator  — A user to whom authorisation has been granted
perform administrative operations which may affect the enforcement of the TS

15 Authorised user — A user who may, in accordance with the TSP, perform
operation.

16 Class — A grouping of families which share a common intent. 

17 Component — The smallest selectable set of elements that may be included
PP, an ST, an EAL or a package.

18 Connectivity — All aspects of linking the TOE to other IT. This includes exchan
of data by wire or by wireless means, over any distance in any environme
configuration.

19 Dependency — A relationship between requirements such that the requiremen
is depended upon must normally be satisfied for the other requirements to b
to meet their objectives.

20 Element — An indivisible security requirement.

21 Evaluation — Assessment of an IT system or product against defined criteria

22 Evaluation Assurance Level (EAL) — A predefined set of assurance compone
from Part 3 that represents a point on the CC assurance scale.

23 Evaluation authority — A body which implements the criteria for a specif
community by means of an evaluation scheme and thereby sets the standar
monitors the quality of evaluations conducted by bodies within that communit

24 Evaluation scheme — The administrative and regulatory framework under whi
the criteria are applied by an evaluation authority within a specific community

25 Extension — The addition to an ST or PP of functional requirements not conta
in Part 2 and/or assurance requirements not contained in Part 3 of the CC.
Page 4 of 64 Version 2.0 Draft 19 December 1997
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26 Family — A grouping of components which share security objectives but 
differ in emphasis or rigour.

27 Formal — Expressed in a notation based on well-established mathema
concepts.

28 Human user — Any person who interacts with the TOE. 

29 Informal  — Expressed in natural language.

30 Identity  — A method for identifying the user, which can either be the real nam
that user or a pseudonym.

31 Iteration  — The use of a component more than once with varying operations

32 Machine user — Any IT entity outside of the TOE which interacts with the TOE

33 Object — An entity within the TSC that contains or receives information and u
which subjects perform operations. Objects are visible through the TSFI an
composed of one or more TOE resources encapsulated with security attribute

34 Organisational security policies — One or more security rules, procedure
practices, or guidelines imposed by an organisation upon its operations. 

35 Package — A reusable set of either functional or assurance components com
together to satisfy a set of identified security objectives.

36 Product — A package of IT software and/or hardware, providing functiona
designed for use or incorporation within a multiplicity of systems.

37 Protection Profile (PP) — An implementation-independent set of secur
requirements for a category of TOEs which meet specific consumer needs.

38 Reference monitor — A concept of an abstract machine that enforces TOE ac
control policies.

39 Reference validation mechanism — An implementation of the reference monito
concept that possesses the following properties: it is tamperproof, always inv
and simple enough to be subjected to thorough analysis and testing. 

40 Refinement — The addition of details in a component.

41 Role — A predefined set of rules establishing the allowed interactions betwe
user and the TOE. 

42 Selection — The specification of one or more items from a list in a component

43 Secret — Information which must be known only to authorised users and/or
TSF in order to enforce a specific SFP.
19 December 1997 Version 2.0 Draft Page 5 of 64
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44 Security attribute  — Information associated with subjects, users and/or obj
which is used for the enforcement of the TSP.

45 Security Function (SF) — A part or parts of the TOE which have to be relied up
for enforcing a closely related subset of the rules from the TSP. 

46 Security Function Policy (SFP) — The security policy enforced by a SF. 

47 Security objective — A statement of intent to counter identified threats and
satisfy identified organisation security policies and assumptions.

48 Security Target (ST) — A set of security requirements and specifications to
used as the basis for evaluation of an identified TOE.

49 Semiformal — Expressed in a restricted syntax language with defined seman

50 Strength of Function (SoF) — A qualification of a TOE security function
expressing the minimum efforts assumed necessary to defeat its expected s
behaviour by directly attacking its underlying security mechanisms.

51 SoF-basic — A level of the TOE strength of function where analysis shows that
function provides adequate protection against casual break of TOE securi
attackers possessing a low attack potential.

52 SoF-medium — A level of the TOE strength of function where analysis shows t
the function provides adequate protection against straightforward or pointed 
of TOE security by attackers possessing a moderate attack potential.

53 SoF-high — A level of the TOE strength of function where analysis shows that
function provides adequate protection against deliberately planned or orga
break of TOE security by attackers possessing a high attack potential.

54 Subject — An entity within the TSC that causes operations to be performed.

55 System — A specific IT installation, with a particular purpose and operatio
environment.

56 Target of Evaluation (TOE) — An IT product or system and its associate
administrator and user guidance documentation that is the subject of an evalu

57 TOE resource — Anything useable or consumable in the TOE.

58 TOE Security Functions (TSF) — A set which is constituted by all parts of th
TOE which have to be relied upon for enforcement of the TSP.

59 TOE Security Functions Interface (TSFI) — A set of interfaces, whethe
interactive (man-machine interface) or programmatic (application programm
interface), through which TOE resources are accessed, mediated by the T
information is obtained from the TSF.
Page 6 of 64 Version 2.0 Draft 19 December 1997
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60 TOE Security Policy (TSP) — A set of rules that regulate how assets are mana
protected and distributed within a TOE.

61 Trusted channel — A means by which two TSFs can communicate with neces
confidence to support the TSP. 

62 Trusted path — A means by which a user and a TSF can communicate 
necessary confidence to support the TSP.

63 TSF Scope of Control (TSC) — The set of interactions which can occur with 
within a TOE and are subject to the rules of the TSP.

64 User — Any entity (human or machine) outside the TOE that interacts with
TOE. 
19 December 1997 Version 2.0 Draft Page 7 of 64



2 - Definitions Part 1: Introduction and general model
Page 8 of 64 Version 2.0 Draft 19 December 1997



D R A F T

14Part 1: Introduction and general model

rget
.

bles
e a
cts or
ject to
tions
ainst
s. The
milar

ary to
s is

opers.
curity
.g., a

s and
. The
e the

erties
d TOE
upport
 of this
wing

ion of
ten to

ental
3 Overview

65 This chapter introduces the main concepts of the CC. It identifies the ta
audience, evaluation context, and the approach taken to present the material

3.1 Introduction

66 Information held by IT products or systems is a critical resource which ena
organisations to succeed in their mission. Additionally, individuals hav
reasonable expectation that their personal information contained in IT produ
systems remain private, be available to them as needed, and not be sub
unauthorised modification. IT products or systems should perform their func
while exercising proper control of the information to ensure it is protected ag
hazards such as unwanted or unwarranted dissemination, alteration, or los
term IT security is used to cover prevention and mitigation of these and si
hazards.

67 Many consumers of IT lack the knowledge, expertise or resources necess
judge whether their confidence in the security of their IT products or system
appropriate, and they may not wish to rely solely on the assertions of the devel
Consumers may therefore choose to increase their confidence in the se
measures of an IT product or system by ordering an analysis of its security (e
security evaluation).

68 The CC can be used for the selection of the appropriate IT security measure
contains criteria for use as the basis for evaluation of security requirements
purpose of the latter is to provide guidance for using the CC and to mak
material accessible to a wider audience.

3.2 Target audience of the CC

69 There are three groups with a general interest in evaluation of the security prop
of IT products and systems. These are TOE consumers, TOE developers, an
evaluators. The criteria presented in this document have been structured to s
the needs of all three groups. They are all considered to be the principal users
CC. The three groups can benefit from the criteria as explained in the follo
paragraphs.

3.2.1 Consumers

70 The CC plays an important role in supporting techniques for consumer select
IT security requirements to express their organisational needs. The CC is writ
ensure that evaluation fulfils the needs of the consumers as this is the fundam
purpose and justification for the evaluation process. 
19 December 1997 Version 2.0 Draft Page 9 of 64
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71 Consumers can use evaluation to help decide whether an evaluated prod
system fulfils their security needs. These security needs are typically identified
result of both risk analysis and policy direction. Consumers can also us
evaluation to compare different products or systems. Presentation of the ass
requirements within a hierarchy supports this need.

72 The CC gives consumers - especially in consumer groups and communit
interest - an implementation-independent structure termed the Protection P
(PP) in which to express their special requirements for IT security measures
TOE.

3.2.2 Developers

73 The CC support developers in preparing for and assisting in the evaluation o
products or systems and in identifying security requirements to be satisfied by
own product or system. They can then use constructs to make claims that thei
conforms to those requirements by means of specified security functions
assurances to be evaluated. These requirements are contained in an impleme
dependent construct termed the Security Target (ST). One or more PPs may p
the developer with the requirements of a broad customer base.

74 Developers can use the CC to determine their responsibilities and actio
supporting the evaluation of the TOE. The CC describes security functions wh
developer could include in the TOE and actions a developer is to carry o
defines the content and presentation of evidence about the TOE a develope
provide for an evaluation.

3.2.3 Evaluators

75 The CC contains criteria to be used by evaluators when forming judgements 
the conformance of TOEs to their security requirements. The CC describes t
of general actions the evaluator is to carry out and the security functions on w
to perform these actions. Note that the CC does not specify procedures 
followed in carrying out those actions. 

3.2.4 Others

76 While the CC is oriented towards specification and evaluation of the IT sec
properties of TOEs, it may also be useful as reference material to all parties w
interest in or responsibility for IT security. Some of the additional interest gro
that can benefit from information contained in the CC are:

a) system custodians and system security officers responsible for determ
and meeting organisational IT security policies and requirements;

b) auditors, both internal and external, responsible for assessing the ade
of the security of a system;

c) security architects and designers responsible for the specification o
security content of IT systems and products;
Page 10 of 64 Version 2.0 Draft 19 December 1997
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d) accreditors responsible for accepting an IT system for use within a parti
environment;

e) sponsors of evaluation responsible for requesting and supportin
evaluation; and

f) evaluation authorities responsible for the management and oversight 
security evaluation programmes.

3.3 Evaluation context

77 In order to achieve greater comparability between evaluation results, evalua
should be performed within the framework of an authoritative evaluation sch
that sets the standards, monitors the quality of the evaluations and administe
regulations to which the evaluation facilities and evaluators must conform.

78 The CC does not state requirements for the regulatory framework. How
consistency between the regulatory frameworks of different evaluation autho
will be necessary to achieve the goal of mutual recognition of the results of 
evaluations. Figure 3.1 depicts the major elements which form the contex
evaluations.

79 Use of a common evaluation methodology contributes to the repeatability
objectivity of the results but is not by itself sufficient. Many of the evaluat
criteria require the application of expert judgement and background knowledg
which consistency is more difficult to achieve. In order to enhance the consis
of the evaluation findings, the final evaluation results could be submitted 
certification process. The certification process is the independent inspection 
results of the evaluation leading to the production of the final certificate or appr
The certificate is normally publicly available. It is noted that the certificat
process is a means of gaining greater consistency in the application of IT se
criteria.

80 The evaluation scheme, methodology, and certification processes are
responsibility of the evaluation authorities that run evaluation schemes an
outside the scope of the CC.
19 December 1997 Version 2.0 Draft Page 11 of 64
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Figure 3.1  -  Evaluation context

3.4 Organisation of Common Criteria

81 The CC is presented as a set of distinct but related parts as identified below. 
used in the description of the parts are explained in Chapter 4.

a) Part 1, Introduction and general model, is the introduction to the CC. It
defines general concepts and principles of IT security evaluation 
presents a general model of evaluation. Part 1 also presents constru
expressing IT security objectives, for selecting and defining IT secu
requirements, and for writing high-level specifications for products 
systems. In addition, the usefulness of each part of the CC is describ
terms of each of the target audiences.

b) Part 2, Security functional requirements, establishes a set of functiona
components as a standard way of expressing the functional requiremen
TOEs. Part 2 catalogues the set of functional components, families,
classes.

c) Part 3, Security assurance requirements, establishes a set of assuran
components as a standard way of expressing the assurance requireme
TOEs. Part 3 catalogues the set of assurance components, familie
classes. Part 3 also defines evaluation criteria for PPs and STs and pr
evaluation assurance levels that define the predefined CC scale for 
assurance for TOEs, which is called the Evaluation Assurance Le
(EALs).

Evaluation
Criteria
(the CC)

Evaluation
Methodology

Evaluate Approve/
List of

Certificates/

Evaluation
Scheme

Final
Evaluation

Results
Certify Register
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82 In support of the three parts of the CC listed above, it is anticipated that other
of documents will be published, including technical rationale material and guid
documents.

83 The following table presents, for the three key target audience groupings, ho
parts of the CC will be of interest to them.

 

Consumers Developers Evaluators

Part 1 Use for background informa-
tion and reference purposes.
Guidance structure for PPs.

Use for background informa-
tion and reference for the de-
velopment of requirements
and formulating security
specifications for TOEs.

Use for background informa-
tion and reference purposes.
Guidance structure for PPs
and STs.

Part 2 Use for guidance and refer-
ence when formulating state-
ments of requirements for se-
curity functions.

Use for reference when inter-
preting statements of func-
tional requirements and for-
mulating functional specifica-
tions for TOEs.

Use as mandatory statement
of evaluation criteria when
determining whether the TOE
effectively meets claimed se-
curity functions.

Part 3 Use for guidance when deter-
mining required levels of as-
surance.

Use for reference when inter-
preting statements of assur-
ance requirements and deter-
mining assurance approaches
of TOEs.

Use as mandatory statement
of evaluation criteria when
determining the assurance of
TOEs and when evaluating
PPs and STs.

Table 3.1  - Roadmap to the Common Criteria
19 December 1997 Version 2.0 Draft Page 13 of 64
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4 General model

84 This chapter presents the general concepts used throughout the CC, includi
context in which the concepts are to be used and the CC approach for applyi
concepts. Part 2 and Part 3 expand on the use of these concepts and assume
approach described is used. This chapter assumes some knowledge of IT s
and does not propose to act as a tutorial in this area.

85 The CC discusses security using a set of security concepts and terminolog
understanding of these concepts and the terminology is a prerequisite t
effective use of the CC. However, the concepts themselves are quite general a
not intended to restrict the class of IT security problems to which the C
applicable.

4.1 Security context

4.1.1 General security context

86 Security is concerned with the protection of assets from threats, where threa
categorised as the potential for abuse of protected assets. All categories of 
should be considered, but in the domain of security greater attention is giv
those threats which are related to malicious or other human activities. Figur
illustrates high level concepts and relationships.
19 December 1997 Version 2.0 Draft Page 15 of 64



D R A F T

4 - General model Part 1: Introduction and general model

ue on
 assets

Owners
at the
rment
et to
ough
cess

 ones
aid in
eptable

curity
ing
ition
gents
e that
Figure 4.1  -  Security concepts and relationships

87 Safeguarding assets of interest is the responsibility of owners who place val
those assets. Actual or presumed threat agents may also place value on the
and seek to abuse assets in a manner contrary to the interests of the owner. 
will perceive such threats as potential for impairment of the assets such th
value of the assets to the owners would be reduced. Security specific impai
commonly includes, but is not limited to, damaging disclosure of the ass
unauthorised recipients (loss of confidentiality), damage to the asset thr
unauthorised modification (loss of integrity), or unauthorised deprivation of ac
to the asset (loss of availability).

88 The owners of the assets will analyse the possible threats to determine which
apply to their environment. The results are known as risks. This analysis can 
the selection of countermeasures to counter the risks and reduce it to an acc
level.

89 Countermeasures are imposed to reduce vulnerabilities and to meet se
policies of the owners of the assets (either directly or indirectly by provid
direction to other parties). Residual vulnerabilities may remain after the impos
of countermeasures. Such vulnerabilities may be exploited by threat a
representing a residual level of risk to the assets. Owners will seek to minimis
risk given other constraints.

value
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may be aware of

Owners

leading to

risk

assets

Threat agents

threats

impose

that may 
possess

wish to minimise

to

to

countermeasures

vulnerabilities

to reduce

that 
exploit 

give
rise to

that may be
reduced by
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Figure 4.2  -  Evaluation concepts and relationships

90 Owners will need to be confident that the countermeasures are adequate to c
the threats to assets before they will allow exposure of their assets to the sp
threats. Owners may not themselves possess the capability to judge all asp
the countermeasures and may therefore seek evaluation of the counterme
The outcome of evaluation is a statement about the extent to which assura
gained that the countermeasures can be trusted to reduce the risks to the pr
assets. The statement assigns an assurance rating of the countermeasures, a
being that property of the countermeasures which gives grounds for confiden
their proper operation. This statement can be used by the owner of the as
deciding whether to accept the risk of exposing the assets to the threats. Figu
illustrates these relationships.

91 Owners of assets will normally be held responsible for those assets and s
therefore, be able to defend the decision to accept the risks of exposing the as
the threats. This, in turn, requires that the statements resulting from evaluatio
defensible. Thus evaluation should lead to objective and repeatable results th
be cited as evidence.

Owners
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risk
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4.1.2 Information technology security context

92 Many assets are in the form of information which is stored, processed
transmitted by IT products or systems to meet requirements laid down by own
the information. Information owners may require that dissemination 
modification of any such information representations (data) be strictly contro
They may demand that the IT product or system implement IT specific sec
controls as part of the overall set of security countermeasures put in pla
counteract the threats to the data.

93 IT systems are procured and constructed to meet user-specific requiremen
may, for economic reasons, make maximum use of existing commodity IT prod
such as operating systems, general purpose application components, and ha
platforms. IT security countermeasures implemented by a system may use fun
of the underlying IT products and depend upon the correct operation of IT pro
security functions. The IT products may, therefore, be subject to evaluation a
of the IT system security evaluation.

94 Where an IT product is incorporated or being considered for incorporatio
multiple IT systems, there are cost advantages in evaluating the security asp
such a product independently and building a catalogue of evaluated product
results of such an evaluation should be expressed in a manner which su
incorporation of the product in multiple IT systems without unnecessary repet
of work required to examine the product’s security.

95 An IT system accreditor has the authority of the owner of the information
determine whether the combination of IT and non-IT security countermeas
furnishes adequate protection for the data, and thus to decide whether to perm
operation of the system. The accreditor may call for evaluation of the
countermeasures in order to determine whether the IT countermeasures p
adequate protection and whether the specified countermeasures are pr
implemented by the IT system. This evaluation may take various forms and de
of rigour, depending upon the rules imposed upon, or by, the accreditor.

4.2 Common Criteria approach

96 Confidence in IT security can be gained through actions that may be taken d
the processes of development, evaluation, and operation.

4.2.1 Development

97 The CC does not mandate any specific development methodology or life 
model. Figure 4.3 depicts underlying assumptions about the relationship be
the security requirements and the TOE. The figure is used to provide a conte
discussion and should not be construed as advocating a preference fo
methodology (e.g., waterfall) over another (e.g., prototyping).

98 It is essential that the security requirements imposed on the IT developme
effective in contributing to the security objectives of consumers. Unless sui
Page 18 of 64 Version 2.0 Draft 19 December 1997
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requirements are established at the start of the development process, the re
end product, however well engineered, may not meet the objectives o
anticipated consumers.

Figure 4.3  -  TOE development model

99 The process is based on the refinement of the security requirements into a
summary specification expressed in the security target. Each lower lev
refinement represents a design decomposition with additional design detail
least abstract representation is the TOE implementation itself.

100 The CC does not mandate a specific set of design representations. Th
requirement is that there should be sufficient design representations present
sufficient level of granularity to demonstrate where required:

Security
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a) that each refinement level is a complete instantiation of the higher leve
security functions, properties, and behaviour defined at the higher lev
abstraction must be demonstrably present in the lower level);

b) that each refinement level is an accurate instantiation of the higher le
(there should be no security functions, properties, and behaviour defin
the lower level of abstraction which are not required by the higher leve

101 The CC assurance criteria identify the design abstraction levels of funct
specification, high-level design, low-level design, and implementation. Depen
upon the assurance level specified, developers may be required to show ho
development methodology meets the CC assurance requirements.

4.2.2 TOE evaluation

Figure 4.4  -  TOE evaluation process

102 The TOE evaluation process as described in Figure 4.4 may be carried o
parallel with development, or it may follow. The principal inputs to evaluation 
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a) an evaluated ST as the basis for TOE evaluation;

b) the set of evidence about the TOE;

c) the TOE for which the security evaluation is required;

d) the evaluation criteria, methodology and scheme.

103 In addition, informative material (such as application notes of the CC) and th
security expertise of the evaluator and the evaluation community are likely 
used as inputs to the evaluation.

104 The expected result of the evaluation process is a confirmation that the 
satisfies its security requirements as stated in the ST with one or more re
documenting the evaluator findings about the TOE as determined by the evalu
criteria. These reports will be useful to actual and potential consumers o
product or system represented by the TOE as well as to the developer.

105 The degree of confidence gained through an evaluation depends on the ass
requirements (e.g., Evaluation Assurance Level) met.

106 Evaluation can lead to better IT security products in two ways. Evaluatio
intended to identify errors or vulnerabilities in the TOE which the developer 
correct, thereby reducing the probability of security failures in future opera
Also in preparing for the rigours of evaluation, the developer may take more ca
TOE design and development. Therefore, the evaluation process can exert a 
though indirect, positive effect on the initial requirements, the developm
process, the end product, and the operational environment.

4.2.3 Operation

107 Consumers may elect to use evaluated TOEs in their environments. Once a T
in operation, it is possible that previously unknown errors or vulnerabilities 
surface or environmental assumptions may need to be revised. As a res
operation, feedback could be given which would require the developer to corre
TOE or redefine its security requirements or environmental assumptions. 
changes may require the TOE to be re-evaluated or the security of its opera
environment to be strengthened. In some instances this may only require th
updates are evaluated in order to regain confidence in the TOE. Although th
contains criteria to cover assurance maintenance, detailed procedures f
evaluation, including reuse of evaluation results, are outside the scope of the

4.3 Security concepts

108 Evaluation criteria are most useful in the context of the engineering processe
regulatory frameworks which are supportive of secure TOE development
evaluation. This section is provided for illustration and guidance purposes onl
is not intended to constrain the analysis processes, development approach
evaluation schemes within which the CC might be employed.
19 December 1997 Version 2.0 Draft Page 21 of 64
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109 The CC is applicable when IT is being used and there is concern about the a
of the IT element to safeguard assets. In order to show that the assets are sec
security concerns must be addressed at all levels from the most abstract to th
IT implementation in its operational environment. These levels of representati
described in the following subsections permit security problems and issues 
characterised and discussed but do not, of themselves, demonstrate that the 
implementation does actually exhibit the required security behaviour and 
therefore, be trusted.

110 The CC requires that certain levels of representation contain a rationale fo
representation of the TOE at that level. That is, such a level must contain a rea
and convincing argument that shows that it is in conformance with the higher l
and is itself complete, correct and internally consistent. Statements of rati
demonstrating compliance with the adjacent higher level representation cont
to the case for TOE correctness. Rationale directly demonstrating compliance
security objectives supports the case that the TOE is effective in counterin
threats and enforcing the organisational security policy.

111 The CC layers the different levels of representation as described in Figure
which illustrates the means by which the security requirements and specifica
might be derived when developing a PP or ST. All TOE security requirem
ultimately arise from consideration of the purpose and context of the TOE. 
chart is not intended to constrain the means by which PPs and STs are deve
but illustrates how the results of some analytic approaches relate to the con
PPs and STs.
Page 22 of 64 Version 2.0 Draft 19 December 1997



D R A F T

Part 1: Introduction and general model 4 - General model

cies,
efines
Figure 4.5  -  Derivation of requirements and specifications

4.3.1 Security environment

112 The security environment includes all the laws, organisational security poli
customs, expertise and knowledge that are determined to be relevant. It thus d
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the context in which the TOE is used. The security environment also include
threats to security which are, or are held to be, present in the environment.

113 For establishing the security environment, the PP or ST writer has to take
account:

a) the TOE physical environment which identifies all aspects of the T
operating environment relevant to TOE security, including known phys
and personnel security arrangements;

b) the IT assets requiring protection by the IT element of the TOE to w
security requirements or policies will apply; this may include assets w
are directly referred to, such as files and databases, plus assets whi
indirectly subject to security requirements, such as authorisation crede
and the IT implementation itself;

c) the TOE purpose, which would address the product type and the inte
usage of the TOE.

114 Investigation of the security policies, threats and risks should permit the follow
security specific statements to be made about the TOE.

a) A statement of assumptions which are to be met by the IT environme
the TOE in order for the TOE to be considered secure. This statemen
be accepted as axiomatic for the TOE evaluation.

b) A statement of threats to security of the IT assets would identify all
threats perceived by the security analysis as relevant to the TOE. Th
characterises a threat in terms of a threat agent, a presumed attack m
any vulnerabilities which are the foundation for the attack, a
identification of the asset under attack. An assessment of risks to sec
would qualify each threat with an assessment of the likelihood of su
threat developing into an actual attack, the likelihood of such an at
proving successful, and the consequences of any damage that m
caused.

c) A statement of applicable organisational security policies would iden
relevant policies and rules. For an IT system, such policies may be expl
referenced whereas, for a general purpose IT product or product c
working assumptions about organisational security policy may need t
made.

4.3.2 Security objectives

115 The results of the analysis of the security environment could then be used to
the security objectives which counter the identified threats and address iden
organisational security policies and assumptions. The security objectives shou
consistent with the stated operational aim or product purpose of the TOE, an
knowledge about its physical environment.
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116 The intent of determining security objectives is to address all of the sec
concerns and to declare which security aspects are either addressed directly
TOE or by its environment. This categorisation is based on a process incorpo
engineering judgement, security policy, economic factors and risk accep
decisions.

117 The security objectives for the environment would be implemented within th
domain, and by non-technical or procedural means.

118 Only the security objectives for the TOE and its IT environment are addresse
IT security requirements.

4.3.3 IT security requirements

119 The IT security requirements are the refinement of the security objectives into
of security requirements for the TOE and security requirements for the environ
which, if met, will ensure that the TOE can meet its security objectives.

120 The CC presents security requirements under the distinct categories of func
requirements and assurance requirements.

121 The functional requirements are levied on those functions of the TOE tha
specifically in support of IT security, and define the desired security behav
Part 2 defines the CC functional requirements. Examples of functi
requirements include requirements for identification, authentication, security 
and non-repudiation of origin.

122 The degree of assurance can be varied for a given set of functional requirem
therefore it is typically expressed in terms of increasing levels of rigour built 
assurance components. Part 3 defines the CC assurance requirements and a
evaluation levels (EALs) constructed using these components. The assu
requirements are levied on actions of the developer, on evidence produced a
the actions of the evaluator. Examples of assurance requirements in
constraints on the rigour of the development process and requirements to sea
and analyse the impact of potential security vulnerabilities.

123 Assurance that the security objectives are achieved by the selected se
functions is derived from the following two factors:

a) confidence in the correctness of the implementation of the sec
functions, i.e., the assessment whether they are correctly implemented

b) confidence in the effectiveness of the security functions, i.e., the asses
whether they actually satisfy the stated security objectives.

124 Security requirements generally include both requirements for the presen
desired behaviour and requirements for the absence of undesired behaviou
normally possible to demonstrate, by use or testing, the presence of the d
behaviour. It is not always possible to perform a conclusive demonstratio
absence of undesired behaviour. Testing, design review, and implemen
review contribute significantly to reducing the risk that such undesired behavio
19 December 1997 Version 2.0 Draft Page 25 of 64
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present. The rationale statements provide further support to the claim that
undesired behaviour is absent.

4.3.4 TOE summary specification

125 The TOE summary specification provided in the ST defines the instantiation o
security requirements for the TOE. It provides a high-level definition of the sec
functions claimed to meet the functional requirements and assurance mea
taken to meet the assurance requirements. 

4.3.5 TOE implementation

126 The TOE implementation is the realisation of the TOE based on its sec
functional requirements and the TOE summary specification contained in
security target, through a process of applying security and IT engineering skill
knowledge. If correctly and effectively implemented according to its secu
target, the TOE will meet the security objectives contained in the security targ

4.4 CC descriptive material

127 The CC presents the framework in which an evaluation can take place
presenting the requirements for evidence and analysis, a more objective, and
useful evaluation result can be achieved. The CC incorporates a common 
constructs and a language in which to express and communicate the relevant 
of IT security, and permits those responsible for IT security to benefit from the 
experience and expertise of others.

4.4.1 Expression of security requirements

128 The CC defines a set of constructs which combine into meaningful assem
security requirements of known validity, which can be used in establishing sec
requirements for prospective products and systems. The relationships amo
various constructs for requirements expression are described below and illus
in figure 4.6.
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Figure 4.6  -  Organisation and construction of requirements

129 The organisation of the CC security requirements into the hierarchy of cl
family - component is provided to help consumers to locate specific sec
requirements.

130 The CC presents requirements for functional and assurance aspects in the
general style and uses the same organisation and terminology for each.

4.4.1.1 Class

131 The term class is used for the most general grouping of security requiremen
the members of a class share a common focus, while differing in covera
security objectives.

132 The members of a class are termed families.

4.4.1.2 Family

133 A family is a grouping of sets of security requirements which share sec
objectives but may differ in emphasis or rigour.

134 The members of a family are termed components. 

4.4.1.3 Component

135 A component describes a specific set of security requirements and is the sm
selectable set of security requirements for inclusion in the structures defined 
CC. The set of components within a family may be ordered to represent incre
strength or capability of security requirements which share a common pur
They may also be partially ordered to represent related non-hierarchical se

Optional extended (non-CC)
Security RequirementsClass

Familyi C1

C2

Ci

Familyj C1

C2

Cj

Familyk C1

C2

Ck

Protection Profile

Security Target

Packages

Reusable set of functional or
assurance requirements.

Optional input to PP or ST

CC Catalogues

Possible input
sources for ST

Possible input
sources for PP
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some instances, there is only one component in a family so ordering is
applicable.

136 The components are constructed from individual elements. The element i
lowest level expression of security requirements, and is the indivisible sec
requirement which can be verified by the evaluation.

Dependencies between components

137 Dependencies may exist between components. Dependencies arise w
component is not self sufficient and relies upon the presence of another comp
Dependencies may exist between functional components, between assu
components, and between functional and assurance components. 

138 Component dependency descriptions are part of the CC component definitio
order to ensure completeness of the TOE requirements, dependencies sho
satisfied when incorporating components into PPs and STs where appropriat

Permitted operations on components

139 CC components may be used exactly as defined in the CC, or they may be ta
through the use of permitted operations in order to meet a specific security p
or counter a specific threat. Each CC component identifies and defines
permitted operations of assignment and selection, the circumstances under 
these operations may be applied to the component, and the results of the appl
of the operation. The operations of iteration and refinement can be performe
any component. These four operations are described as follows:

a) iteration , which permits the use of a component more than once 
varying operations;

b) assignment, which permits the specification of a parameter to be filled
when the component is used;

c) selection, which permits the specification of items which are to be selec
from a list given in the component;

d) refinement, which permits the addition of extra detail when the compon
is used.

140 Some required operations may be completed (in whole or part) in the PP or m
left to be completed in the ST. Nevertheless, all operations must be comple
the ST.

4.4.2 Use of security requirements

141 The CC defines three types of requirement constructs: package, PP and ST. T
further defines a set of IT security criteria that can address the needs of 
communities and thus serve as a major expert input to the production of 
constructs. The CC has been developed around the central notion of using wh
Page 28 of 64 Version 2.0 Draft 19 December 1997
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possible the security requirements components defined in the CC, which rep
a well-known and understood domain. Figure 4.7 shows the relationship bet
these different constructs.

Figure 4.7  -  Use of security requirements

4.4.2.1 Package

142 An intermediate combination of components is termed a package. The pa
permits the expression of a set of functional or assurance requirements which
an identifiable subset of security objectives. A package is intended to be reu
and to define requirements which are known to be useful and effective in me
the identified objectives. A package may be used in the construction of la
packages, PPs, and STs.

143 The evaluation assurance levels (EALs) are predefined assurance pac
contained in Part 3. An EAL is a baseline set of assurance requiremen
evaluation. EALs each define a consistent set of assurance requirements. To
the EALs form an ordered set which is the predefined assurance scale of the

4.4.2.2 Protection Profile

144 The PP contains a set of security requirements either from the CC, or s
explicitly, which should include an EAL (possibly augmented by additio
assurance components). The PP permits the implementation indepe

Develop
Package

Security
Requirements

Develop
PP

Develop
ST

Packages
Catalogue

PPs
Catalogue
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expression of security requirements for a set of TOEs which will comply fully w
a set of security objectives. A PP is intended to be reusable and to define
requirements which are known to be useful and effective in meeting the iden
objectives, both for functions and assurance. A PP also contains the rationa
security objectives and security requirements.

145 A PP could be developed by user communities, IT product developers, or 
parties interested in defining such a common set of requirements. A PP 
consumers a means of referring to a specific set of security needs and fac
future evaluation against those needs.

4.4.2.3 Security Target

146 A ST contains a set of security requirements which may be made by referenc
PP, directly by reference to CC functional or assurance components, or 
explicitly. A ST permits the expression of security requirements for a specific 
which are shown, by evaluation, to be useful and effective in meeting the iden
objectives.

147 A ST contains the TOE summary specification, together with the sec
requirements and objectives and the rationale for each. A ST is the bas
agreement between the TOE developers, consumers, evaluators, and eva
authorities as to what security the TOE offers.

4.4.3 Sources of security requirements

148 TOE security requirements can be constructed by using the following inputs:

a) Existing PPs

The TOE security requirements in an ST may be adequately expresse
or are intended to comply with, a pre-existing statement of requirem
contained in an existing PP.

Existing PPs may be used as a basis for a new PP.

b) Existing packages

Part of the TOE security requirements in a PP or ST may have already
expressed in a package which may be used.

A set of predefined packages is the EALs defined in Part 3. The T
assurance requirements in a PP or ST should include an EAL from Pa

c) Existing functional or assurance requirements components

The TOE functional or assurance requirements in a PP or ST ma
expressed directly, using the components in Part 2 or 3.
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d) Extended requirements

Additional functional requirements not contained in Part 2 and/or additio
assurance requirements not contained in Part 3 may be used in an PP 

149 Existing requirements material from Parts 2 and 3 should be used where ava
The use of an existing PP will help to ensure that the TOE will meet a well kn
set of needs of known utility and thus be more widely recognised.

4.5 Types of evaluation

4.5.1 PP evaluation

150 The PP evaluation is carried out against the evaluation criteria for PPs contai
Part 3. The goal of such an evaluation is to demonstrate that the PP is com
consistent, and technically sound and suitable for use as a statement of requir
for an evaluatable TOE.

4.5.2 ST evaluation

151 The evaluation of the ST for the TOE is carried out against the evaluation cr
for STs contained in Part 3. The goal of such an evaluation is twofold: firs
demonstrate that the ST is complete, consistent, and technically sound and
suitable for use as the basis for the corresponding TOE evaluation; second,
case where a ST claims conformance to a PP, to demonstrate that the ST p
meets the requirements of the PP.

4.5.3 TOE evaluation

152 The TOE evaluation is carried out against the evaluation criteria contained in
3 using an evaluated ST as the basis. The goal of such an evaluation
demonstrate that the TOE meets the security requirements contained in the S

4.6 Assurance maintenance

153 TOE assurance maintenance is carried out against the evaluation criteria con
in Part 3 using a previously evaluated TOE as the basis. The goal is to d
confidence that assurance already established in a TOE is maintained and t
TOE will continue to meet its security requirements as changes are made to the
or its environment.
19 December 1997 Version 2.0 Draft Page 31 of 64



D R A F T

4 - General model Part 1: Introduction and general model
Page 32 of 64 Version 2.0 Draft 19 December 1997



D R A F T

38Part 1: Introduction and general model

r TOE
. ST

 TOE

urity
hich
 for IT

e of
antee
ept a
n of

ed as
dition
5 Common Criteria requirement and evaluation 
results

5.1 Introduction

154 This chapter presents the expected results from PP and TOE evaluation. PP o
evaluations lead respectively to catalogues of evaluated PPs or TOEs
evaluation leads to intermediate results which are used in the frame of a
evaluation.

Figure 5.1  -  Evaluation results

155 There is no totally objective scale for representing the results of an IT sec
evaluation. The evaluation results arise from the application of criteria w
contain both objective and subjective elements. Precise and universal ratings
security are not, therefore, feasible.

156 A rating made relative to the CC represents the findings of a specific typ
investigation of the security properties of a TOE. Such a rating does not guar
fitness for use in any particular application environment. The decision to acc
TOE for use in a specific application environment is based on consideratio
many security issues including the evaluation findings.

157 Evaluation should lead to objective and repeatable results that can be cit
evidence. The existence of a set of evaluation criteria is a necessary pre-con

PP Evaluation
Results

Evaluate
PP

Catalogue
PP

ST Evaluation
Results

Evaluate
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TOE Evaluation
Results

Catalogue

Certificates
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for evaluation to lead to a meaningful result. A set of evaluation criteria provid
technical basis for mutual recognition of evaluation results between evalu
authorities.

5.2 Requirements in PPs and STs 

158 The CC defines a set of IT security criteria that can address the needs of 
communities. The CC has been developed around the central notion that the 
the security functional components contained in Part 2, and the EALs and assu
components contained in Part 3, represents the preferred course of actio
expression of TOE requirements in PPs and STs, as they represent a well-k
and understood domain.

159 The CC recognises the possibility that functional and assurance requiremen
included in the provided catalogues may be required in order to represen
complete set of IT security requirements. The following shall apply to the inclu
of these extended functional or assurance requirements:

a) Any extended functional or assurance requirements included in a PP 
shall be clearly and unambiguously expressed such that evaluation
demonstration of compliance is feasible. The level of detail and mann
expression of existing CC functional or assurance components shall be
as a model.

b) Evaluation results obtained using extended functional or assur
requirements shall be caveated as such. 

c) The incorporation of extended functional or assurance requirements i
PP or ST shall conform to the APE or ASE criteria, as appropriate. 

5.2.1 PP evaluation results 

160 The CC contains the evaluation criteria which permit an evaluator to state wh
a PP is complete, consistent, and technically sound and hence suitable for u
statement of requirements for an evaluatable TOE. 

161 Evaluation of the PP shall result in a pass/fail statement. A PP for which
evaluation results in a pass statement shall be eligible for inclusion within a reg

5.3 Requirements in TOE

162 The CC contains the evaluation criteria which permit an evaluator to deter
whether the TOE satisfies the security requirements expressed in the ST. By
the CC in evaluation of the TOE, the evaluator will be able to make statem
about:
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a) whether the specified security functions of the TOE meet the functi
requirements and are thereby effective in meeting the security objectiv
the TOE;

b) whether the specified security functions of the TOE are corre
implemented.

163 The security requirements expressed in the CC define the known working do
of applicability of IT security evaluation criteria. A TOE for which the secur
requirements are expressed only in terms of the functional and assu
requirements drawn from the CC will be evaluatable against the CC. Us
assurance packages that do not contain an EAL shall be justified.

164 However, there may be a need for a TOE to meet security requirements not d
expressed in the CC. The CC recognises the necessity to evaluate such a TO
as the additional requirements lie outside the known domain of applicability o
CC, the results of such an evaluation must be caveated accordingly. Such a 
may place at risk universal acceptance of the evaluation results by the inv
evaluation authorities. 

165 The results of a TOE evaluation shall include a statement of conformance to th
The use of CC terms to describe the security of a TOE permits comparison 
security characteristics of TOEs in general.

5.3.1 TOE evaluation results  

166 The result of the TOE evaluation shall be a statement which describes the ex
which the TOE can be trusted to conform to the requirements. 

167 Evaluation of the TOE shall result in a pass/fail statement. The pass result 
TOE evaluation shall be caveated with respect to one or more PPs, as appro
A TOE for which the evaluation results in a pass statement shall be eligibl
inclusion within a registry.

5.4 Caveats on evaluation results

168 The pass result of evaluation shall be a statement which describes the ex
which the PP or TOE can be trusted to conform to the requirements. The r
shall be caveated with respect to Part 2 (functional requirements), Part 3 (ass
requirements) or directly to a PP, as listed below.

a) Part 2 conformant - A PP or TOE is Part 2 conformant if the function
requirements are only based upon functional components in Part 2.

b) Part 2 extended - A PP or TOE is Part 2 extended if the function
requirements include functional components not in Part 2.
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c) Part 3 conformant - A PP or TOE is Part 3 conformant if the assuran
requirements are in the form of an EAL or assurance package which is
only based upon assurance components in Part 3.

d) Part 3 augmented - A PP or TOE is Part 3 augmented if the assura
requirements are in the form of an EAL or assurance package, plus other
assurance components in Part 3.

e) Part 3 extended - A PP or TOE is Part 3 extended if the assuran
requirements are in the form of an EAL which includes assurance
requirements not in Part 3 or an assurance package which includes (or is
entirely made up from) assurance requirements not in Part 3.

f) Conformant to PP - A TOE is conformant to a PP only if it is complian
with all parts of the PP.

5.5 Use of TOE evaluation results

169 IT products and systems differ in respect to the use of the results of the evalu
Figure 5.2 shows options for processing the results of evaluation. Products c
evaluated and catalogued at successively higher levels of aggregation
operational systems are achieved, at which time they may be subject to eval
in connection with system accreditation.

Figure 5.2  -  Use of TOE evaluation results
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170 The TOE is developed in response to requirements which may take account 
security properties of any evaluated products incorporated and PPs refere
Subsequent evaluation of the TOE leads to a set of evaluation results docum
the findings of the evaluation.

171 Following an evaluation of an IT product intended for wider use, a summary o
evaluation findings might be entered in a catalogue of evaluated products so 
becomes available to a wider market seeking to use secure IT products.

172 Where the TOE is or will be included in an installed IT system which has b
subject to evaluation, the evaluation results will be available to the sy
accreditor. The CC evaluation results may then be considered by the accr
when applying organisation specific accreditation criteria which call for 
evaluation. CC evaluation results are one of the inputs to an accreditation pr
which leads to a decision on accepting the risk of system operation.
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Annex A

Background of the Common Criteria
(informative)

173 The CC represents the outcome of a series of efforts to develop criteri
evaluation of IT security that are broadly useful within the internatio
community. In the early 1980’s the Trusted Computer System Evaluation Cri
(TCSEC) was developed in the United States. In the succeeding decade, v
countries began initiatives to develop evaluation criteria which built upon
concepts of the TCSEC but were more flexible and adaptable to the evolving n
of IT in general. 

174 In Europe, the Information Technology Security Evaluation Criteria (ITSE
version 1.2 was published in 1991 by the European Commission after 
development by the nations of France, Germany, the Netherlands, and the U
Kingdom. In Canada, the Canadian Trusted Computer Product Evaluation C
(CTCPEC) version 3.0 was published in 1993 as a combination of the ITSEC
TCSEC approaches. In the United States, the draft Federal Criteria for Inform
Technology Security (FC) version 1.0 was also published in 1993, as a se
approach to combining North American and European concepts for evalu
criteria.

175 Work began in 1990 in the International Organisation for Standardisation (ISO
develop an international standard evaluation criteria for general use. The
criteria was to be responsive to the need for mutual recognition of standar
security evaluation results in a global IT market. This task was assigned to Wo
Group 3 (WG3) of subcommittee 27 (SC27) of the Joint Technical Committ
(JTC1).

176 In June 1993, the authors of the CTCPEC, FC, TCSEC, and ITSEC pooled
efforts and began a project to align their criteria and create a single dra
document. The intent of the project is to resolve the conceptual and tech
differences found in the source criteria and then, to deliver the results to ISO
contribution toward its work in progressing the international standard.
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Annex B

Specification of Protection Profiles
(normative)

B.1 Overview

177 A PP defines an implementation-independent set of IT security requirements
category of TOEs. Such TOEs are intended to meet common consumer needs
security. Consumers can therefore construct or cite a PP to express their IT se
needs without reference to any specific TOE.

178 This annex contains the requirements for the PP in descriptive form. The assu
class APE, contained in Chapter 3 of Part 3, contains these requirements in th
of assurance components to be used for evaluation of the PP.

B.2 Content of Protection Profile

B.2.1 Content and presentation

179 A PP shall conform to the content requirements described in this annex. 
should be presented as a user-oriented document that minimises reference t
material which might not be readily available to the PP user. The rationale m
supplied separately if that is appropriate.

180 The contents of the PP are portrayed in figure B.1 which should be used 
constructing the structural outline of the PP document.

B.2.2 PP introduction

181 The PP introduction shall contain document management and over
information necessary to operate a PP registry as follows:

a) The PP identification provides the labelling and descriptive informatio
necessary to identify, catalogue, register, and cross reference a PP.

b) The PP overview summarises the PP in narrative form. The overvi
should be sufficiently detailed for a potential user of the PP to determ
whether the PP is of interest. The overview should also be usable as a
alone abstract for use in PP catalogues and registers.
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Figure B.1  -  Protection Profile content

B.2.3 TOE description

182 This part of the PP should describe the TOE as an aid to the understanding
security requirements and should address the product type and the gene
features of the TOE.

183 The TOE description provides context for the evaluation. The informa
presented in the TOE description will be used in the course of the evaluati
identify inconsistencies. As a PP does not normally refer to a spe
implementation, the described TOE features may be assumptions. If the TO
product or system whose primary function is security, this section may be us
describe the wider application context into which such a TOE will fit.

PROTECTION PROFILE

PP Introduction

TOE Description

IT security
 requirements

Security objectives

TOE security 
requirements

TOE Security 
environment

Rationale

PP application notes

PP identification
PP overview

Assumptions
Threats
Organisational security policies

Security objectives for the TOE
Security objectives for the environment

TOE security functional 
requirements 
TOE security assurance 
requirements

Security requirements for the IT environment

Security objectives rationale
Security requirements rationale
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B.2.4 TOE security environment

184 The statement of TOE security environment shall describe the security aspects 
the environment in which the TOE is intended to be used and the manner in 
it is expected to be employed. This statement shall address the following:

a) A description of Assumptions shall describe the security aspects of t
environment in which the TOE will be, or is intended to be used. T
includes the following:

1) information about the intended usage of the TOE, including s
aspects as the intended application, potential asset value,
possible limitations of use;

2) information about the environment of use of the TOE, includ
physical, personnel, and connectivity aspects.

b) A description of Threats shall include all threats to the assets against wh
specific protection within the TOE or its environment is required. Note 
not all possible threats that might be encountered in the environment 
to be listed, only those which are relevant for secure TOE operation.

1) A threat shall be described in terms of an identified threat agent
attack, and the asset which is the subject of the attack. Threat a
should be described by addressing aspects such as expe
available resources, and motivation. Attacks should be describe
addressing aspects such as attack methods, any vulnerab
exploited, and opportunity.

2) Should security objectives for the TOE be derived fro
organisational security policies and assumptions only, then 
description of threats may be omitted.

c) A description of Organisational security policies shall identify, and if
necessary explain, any organisational security policy statements or 
with which the TOE must comply. Explanation and interpretation may
necessary to present any individual policy statement in a manner
permits it to be used to set clear security objectives.

Should security objectives for the TOE be derived from threats 
assumptions only, then the description of organisational security pol
may be omitted.

185 Where the TOE is physically distributed, it may be necessary to discuss the se
environmental aspects (assumptions, threats, organisational security po
separately for distinct domains of the TOE environment.
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B.2.5 Security objectives

186 The statement of Security objectives shall define the security objectives for th
TOE and its environment. The security objectives shall address all of the se
environment aspects identified. The security objectives shall reflect the stated 
and shall be suitable to counter all identified threats and/or cover any iden
organisational security policies and assumptions. The following categorie
objectives shall be identified.

a) The security objectives for the TOE shall be clearly stated and traced ba
to aspects of identified threats to be countered by the TOE an
organisational security policies to be met by the TOE.

b) The security objectives for the environment shall be clearly stated and
traced back to aspects of identified threats not countered by the TOE a
organisational security policies or assumptions not met by the TOE.

B.2.6 IT security requirements

187 This section defines the detailed IT security requirements which shall be sat
by the TOE or its environment. The IT security requirements are stated as fol

a) The statement of TOE security requirements defines the functional and
assurance security requirements which the TOE and the suppo
evidence for its evaluation shall satisfy in order to meet the secu
objectives for the TOE. The TOE security requirements are state
follows:

1) The statement of TOE security functional requirements should
define the functional requirements for the TOE as functio
components drawn from Part 2 where applicable.

2) Where necessary to cover different aspects of the same require
(e.g., identification of more than one type of user), repetitive us
the same Part 2 component to cover each aspect is possible.

3) Where AVA_SOF.1 is included in the TOE security assuran
requirements (e.g., EAL2 and higher), the statement of TOE sec
functional requirements shall include a minimum strength level
the TOE security functions realised by a probabilistic 
permutational mechanism (e.g., a password or hash function)
such functions shall meet this minimum level. The level shall be 
of the following: SOF-basic, SOF-medium, SOF-high. The select
of the level shall be consistent with the identified security objecti
for the TOE. Optionally, specific strength of function metrics m
be defined for selected functional requirements, in order to m
certain security objectives for the TOE.

4) As part of the strength of TOE security functions evaluat
(AVA_SOF.1), it will be assessed whether the strength claims m
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strength level are met by the TOE.

5) The statement of TOE security assurance requirements should
state the assurance requirements as one of the EALs optio
augmented by Part 3 assurance components. The PP may
extend the EAL by explicitly stating additional assuran
requirements not taken from Part 3.

b) The optional statement of Security requirements for the IT environment
shall identify the IT security requirements which are to be met by the
environment of the TOE. If the TOE has no asserted dependencies on 
environment, this section may be omitted.

c) The following common conditions shall apply equally to the expression o
security functional and assurance requirements for the TOE and it
environment:

1) All IT security requirements should be stated by reference
security requirements components drawn from Part 2 or Pa
where applicable. Should none of the Part 2 or Part 3 requirem
components be readily applicable to all or part of the secu
requirements, the PP may state those requirements expli
without reference to the CC. 

2) Any explicit statement of TOE security functional or assuran
requirements shall be clearly and unambiguously expressed 
that evaluation and demonstration of compliance is feasible. 
level of detail and manner of expression of existing CC functiona
assurance requirements shall be used as a model.

3) When requirements components which specify required opera
(assignment or selection) are selected, the PP shall use 
operations to amplify the requirements to the level of de
necessary to demonstrate that the security objectives are met.
required operations which are not performed within the PP sha
identified as such. 

4) By using operations on the requirements components, the 
security requirements statements may optionally prescribe or fo
the use of particular security mechanisms where necessary.

5) All dependencies among the TOE requirements should be satis
Dependencies may be satisfied by the inclusion of the rele
requirement within the TOE requirements, or as a requiremen
the environment.
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B.2.7 Application notes

188 This optional section may contain additional supporting information which
considered relevant or useful for the construction, evaluation, or use of the TO

B.2.8 Rationale

189 This section presents the evidence used in the PP evaluation. This evidence su
the claims that the PP is a complete and cohesive set of requirements and
conformant TOE would provide an effective set of IT security countermeas
within the security environment. The rationale shall include the following:

a) The Security objectives rationale shall demonstrate that the stated secur
objectives are traceable to all of the security environment aspects iden
and are suitable to cover them. 

b) The Security requirements rationale shall demonstrate that the set o
security requirements (TOE and environment) is suitable to meet 
traceable to the security objectives. The following shall be demonstrat

1) that the combination of the individual functional and assura
requirements components for the TOE together meet the st
security objectives for the TOE;

2) that the set of security requirements together forms a mutu
supportive and internally consistent whole;

3) that the choice of security requirements is justified. Any of 
following conditions shall be specifically justified:

-- choice of requirements not contained in Parts 2 or 3;
-- choice of assurance requirements not including an EAL; and
-- non-satisfaction of dependencies;

4) that the selected strength of function level for the PP, together 
any explicit strength of function claim, is consistent with the secu
objectives for the TOE.

190 This potentially bulky material may be distributed separately as it may no
appropriate or useful to all PP users.
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Annex C

Specification of Security Targets
(normative)

C.1 Overview

191 An ST contains the IT security requirements of an identified TOE and specifie
functional and assurance security measures offered by that TOE to meet 
requirements.

192 The ST for a TOE is a basis for agreement between the developers, evaluato
where appropriate, consumers on the security properties of the TOE and the
of the evaluation. The audience for the ST is not confined to those responsib
the production of the TOE and its evaluation, but may also include t
responsible for managing, marketing, purchasing, installing, configur
operating, and using the TOE.

193 The ST may incorporate the requirements of, or claim conformance to, one or
PPs. The impact of such a PP conformance claim is not considered when in
defining the required ST content in Section C.2. Section C.2.8 addresses the 
of a PP conformance claim on the required ST content.

194 This annex contains the requirements for the ST in descriptive form. The assu
class ASE, contained in Chapter 3 of Part 3, contains these requirements in th
of assurance components to be used for evaluation of the ST.

C.2 Content of Security Target

C.2.1 Content and presentation

195 A ST shall conform to the content requirements described in this annex. A
should be presented as a user-oriented document that minimises reference t
material which might not be readily available to the ST user. The rationale ma
supplied separately if that is appropriate.

196 The contents of the ST are portrayed in figure C.1 which should be used 
constructing the structural outline of the ST.

C.2.2 ST introduction

197 The following identification and indexing material shall be incorporated in the
introduction.
19 December 1997 Version 2.0 Draft Page 47 of 64



D R A F T

C - Specification of Security Targets (normative) Part 1: Introduction and general 

n
.

w
 to

o be
s lists.

C

a) The ST identification provides the labelling and descriptive informatio
necessary to control and identify the ST and the TOE to which it refers

b) The ST overview summarises the ST in narrative form. The overvie
should be sufficiently detailed for a potential consumer of the TOE
determine whether the TOE is of interest. The overview should als
usable as a stand alone abstract for incorporation in evaluated product

c) A CC conformance claim shall state any evaluatable claim of C
conformance for the TOE, as identified in section 5.4 of this Part 1. 
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Figure C.1  -  Security target content

C.2.3 TOE description

198 This part of the ST should describe the TOE as an aid to the understanding
security requirements and should address the product type and the gene
features of the TOE.

199 The TOE description provides context for the evaluation. The informa
presented in the TOE description will be used in the course of the evaluati

SECURITY TARGET

ST introduction

TOE Description

IT security
 requirements

Security objectives

TOE security 
requirements

TOE Security 
environment

TOE summary
specification

ST identification
ST overview
CC conformance

Assumptions
Threats
Organisational security policies

Security objectives for the TOE
Security objectives for the environment

TOE security functional
requirements
TOE security assurance 
requirements

Security requirements for the IT environment

TOE security functions
Assurance measures

PP claims

Rationale

PP reference
PP refinements
PP additions

Security objectives rationale
Security requirements rationale
TOE summary specification rationale
PP claims rationale
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identify inconsistencies. If the TOE is a product or system whose primary fun
is security, this section may be used to describe the wider application contex
which such a TOE will fit.

C.2.4 TOE security environment

200 The statement of TOE security environment shall describe the security aspects 
the environment in which the TOE is intended to be used and the manner in 
it is expected to be employed. This statement shall address the following:

a) A description of Assumptions shall describe the security aspects of t
environment in which the TOE will be, or is intended to be used. T
includes the following:

1) information about the intended usage of the TOE, including s
aspects as the intended application, potential asset value,
possible limitations of use;

2) information about the environment of use of the TOE, includ
physical, personnel, and connectivity aspects.

b) A description of Threats shall include all threats to the assets against wh
specific protection within the TOE or its environment is required. Note 
not all possible threats that might be encountered in the environment 
to be listed, only those which are relevant for secure TOE operation.

1) A threat shall be described in terms of an identified threat agent
attack, and the asset which is the subject of the attack. Threat a
should be described by addressing aspects such as expe
available resources, and motivation. Attacks should be describe
addressing aspects such as attack methods, any vulnerab
exploited, and opportunity.

2) Should security objectives for the TOE be derived fro
organisational security policies and assumptions only, then 
description of threats may be omitted.

c) A description of Organisational security policies shall identify, and if
necessary explain, any organisational security policy statements or 
with which the TOE must comply. Explanation and interpretation may
necessary to present any individual policy statement in a manner
permits it to be used to set clear security objectives.

Should security objectives for the TOE be derived from threats 
assumptions only, then the description of organisational security pol
may be omitted.

201 Where the TOE is physically distributed, it may be necessary to discuss the se
environmental aspects (assumptions, threats, organisational security po
separately for distinct domains of the TOE environment.
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C.2.5 Security objectives

202 The statement of Security objectives shall define the security objectives for th
TOE and its environment. The security objectives shall address all of the se
environment aspects identified. The security objectives shall reflect the stated
and shall be suitable to counter all identified threats and/or cover any iden
organisational security policies and assumptions. The following categorie
objectives shall be identified.

a) The security objectives for the TOE shall be clearly stated and traced ba
to aspects of identified threats to be countered by the TOE an
organisational security policies to be met by the TOE.

b) The security objectives for the environment shall be clearly stated and
traced back to aspects of identified threats not countered by the TOE a
organisational security policies or assumptions not met by the TOE.

C.2.6 IT security requirements

203 This section defines the detailed IT security requirements which shall be sat
by the TOE or its environment. The IT security requirements are stated as fol

a) The statement of TOE security requirements defines the functional and
assurance security requirements which the TOE and the suppo
evidence for its evaluation shall satisfy in order to meet the secu
objectives for the TOE. The TOE security requirements are state
follows:

1) The statement of TOE security functional requirements should
define the functional requirements for the TOE as functio
components drawn from Part 2 where applicable.

2) Where necessary to cover different aspects of the same require
(e.g., identification of more than one type of user), repetitive us
the same Part 2 component to cover each aspect is possible.

3) Where AVA_SOF.1 is included in the TOE security assura
requirements (e.g., EAL2 and higher), the statement of TOE sec
functional requirements shall include a minimum strength level
the TOE security functions realised by a probabilistic 
permutational mechanism (e.g., a password or hash function)
such functions shall meet this minimum level. The level shall be 
of the following: SOF-basic, SOF-medium, SOF-high. The select
of the level shall be consistent with the identified security objecti
for the TOE. Optionally, specific strength of function metrics m
be defined for selected functional requirements, in order to m
certain security objectives for the TOE.

4) As part of the strength of TOE security functions evaluat
(AVA_SOF.1), it will be assessed whether the strength claims m
19 December 1997 Version 2.0 Draft Page 51 of 64
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strength level are met by the TOE.

5) The statement of TOE security assurance requirements should
state the assurance requirements as one of the EALs optio
augmented by Part 3 assurance components. The ST may
extend the EAL by explicitly stating additional assuran
requirements not taken from Part 3.

b) The optional statement of Security requirements for the IT environment
shall identify the IT security requirements which are to be met by the
environment of the TOE. If the TOE has no asserted dependencies on 
environment, this section may be omitted.

c) The following common conditions shall apply equally to the expression o
security functional and assurance requirements for the TOE and it
environment:

1) All IT security requirements should be stated by reference
security requirements components drawn from Part 2 or Pa
where applicable. Should none of the Part 2 or Part 3 requirem
components be readily applicable to all or part of the secu
requirements, the ST may state those requirements expli
without reference to the CC. 

2) Any explicit statement of TOE security functional or assuran
requirements shall be clearly and unambiguously expressed 
that evaluation and demonstration of compliance is feasible. 
level of detail and manner of expression of existing CC functiona
assurance requirements shall be used as a model.

3) Any required operations shall be used to amplify the requiremen
the level of detail necessary to demonstrate that the sec
objectives are met. All specified operations on the requireme
components shall be performed.

4) All dependencies among the TOE requirements should be satis
Dependencies may be satisfied by the inclusion of the rele
requirement within the TOE requirements, or as a requiremen
the environment.

C.2.7 TOE summary specification

204 The TOE summary specification defines the instantiation of the sec
requirements for the TOE by providing a high level definition of the secu
functions claimed to meet the functional requirements and of the assu
measures taken to meet the assurance requirements. Note that the fun
information provided as part of the TOE summary specification could be iden
in some cases to the information to be provided for the TOE as part o
ADV_FSP requirements.
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205 The TOE summary specification contains the following:

a) The Statement of TOE security functions specifies the IT security
functions which are claimed to satisfy the stated requirements. The sec
functions shall be mapped to the security requirements so that it can be
which functions satisfy which requirements and that all requirements
met. Every security function shall, as a minimum, contribute to 
satisfaction of at least one security requirement.

1) The IT security functions shall be defined in an informal style t
level of detail necessary for understanding their intent.

2) All references to security mechanisms included in the ST shal
traced to the relevant security functions so that it can be seen w
required mechanisms are used in the implementation of e
function.

3) Where AVA_SOF.1 is included in the TOE assurance requireme
all IT security functions which are realised by a probabilistic 
permutational mechanism (e.g., a password or hash function), 
be identified. The likelihood to breach the mechanisms of s
functions by deliberate or accidental attack is of relevance to
security of the TOE. A strength of TOE security function analy
shall be provided for all these functions. The strength of e
identified function shall be determined and claimed as either S
basic, SOF-medium or SOF-high, or as the optionally defin
specific metric. The evidence provided about the strength
function shall be sufficient to allow the evaluators to make th
independent assessment and to confirm that the strength claim
adequate and correct.

b) The Statement of assurance measures specifies the assurance measures
the TOE which are claimed to satisfy the stated assurance requirement
assurance measures shall be traced to the assurance requirements s
can be seen which measures contribute to the satisfaction of w
requirements.

If appropriate, the definition of assurance measures may be mad
reference to relevant quality plans, life cycle plans, or management pla

C.2.8 PP claims

206 The ST may make a claim that the TOE conforms with the requirements of on
possibly more than one) PP. The optional PP claims part of the ST contains the
explanation, justification, and any other supporting material necessar
substantiate the claims.

207 The content and presentation of the ST statements of TOE objectives
requirements could be affected by PP claims made for the TOE. The impact o
ST can be summarised by considering the following cases for each PP claim
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a) If there is no claim of PP compliance made, then the full presentation o
TOE objectives and requirements should be made as described in
annex. No PP claims are included.

b) If the ST claims only compliance with the requirements of a PP with
need for further qualification, then reference to the PP is sufficient to de
and justify the TOE objectives and requirements. Restatement of th
contents is unnecessary.

c) If the ST claims compliance with the requirements of a PP, and tha
requires further qualification, then the ST shall show that the 
requirements for qualification have been met. Such a situation w
typically arise where the PP contains uncompleted operations. In su
situation, the ST may refer to the specific requirements but complete
operations within the ST. In some circumstances, where the requireme
complete operations are substantial, it may be preferable to restate t
contents within the ST as an aid to clarity.

d) If the ST claims compliance with the requirements of a PP but extends
PP by the addition of further objectives and requirements, then the ST
define the additions, whereas a PP reference may be sufficient to defin
PP objectives and requirements. In some circumstances, where the add
are substantial, it may be preferable to restate the PP contents within t
as an aid to clarity.

e) The case where an ST claims to be partially conformant to a PP is
admissible for CC evaluation.

208 The CC is not prescriptive with respect to the choice of restating or referencin
objectives and requirements. The fundamental requirement is that the ST cont
complete, clear, and unambiguous such that evaluation of the ST is possible, 
is an acceptable basis for the TOE evaluation, and the traceability to any cla
PP is clear.

209 The PP claims part of the ST should, for each PP claimed, contain the follo
material.

a) The PP reference statement will identify the PP for which compliance 
being claimed plus any amplification which may be needed with respe
that claim. A valid claim implies that the TOE meets all the requirement
the PP.

b) The PP tailoring statement will identify the TOE security requiremen
statements which satisfy the permitted operations of the PP or othe
further qualify the PP requirements.

c) The PP additions statement will identify the TOE objectives an
requirements statements which are additional to the PP objectives
requirements.
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C.2.9 Rationale

210 This section presents the evidence used in the ST evaluation. This evi
supports the claims that the ST is a complete and cohesive set of requiremen
a conformant TOE would provide an effective set of IT security countermeas
within the security environment, and that the TOE summary specification addr
the requirements. The rationale also demonstrates that any PP conformance
are valid. The rationale shall include the following:

a) The Security objectives rationale shall demonstrate that the stated secur
objectives are traceable to all of the security environment aspects iden
and are suitable to cover them. 

b) The Security requirements rationale shall demonstrate that the set o
security requirements (TOE and environment) is suitable to meet 
traceable to the security objectives. The following shall be demonstrat

1) that the combination of the individual functional and assura
requirements components for the TOE together meet the st
security objectives for the TOE;

2) that the set of security requirements together forms a mutu
supportive and internally consistent whole;

3) that the choice of security requirements is justified. Any of 
following conditions shall be specifically justified:

-- choice of requirements not contained in Parts 2 or 3;
-- choice of assurance requirements not including an EAL; and
-- non-satisfaction of dependencies;

4) that the selected strength of function level for the ST, together 
any explicit strength of function claim, is consistent with the secu
objectives for the TOE.

c) The TOE summary specification rationale shows that the TOE security
functions and assurance measures are suitable to meet the TOE se
requirements. The following shall be demonstrated:

1) that the combination of specified TOE IT security functions wo
together so as to satisfy the TOE security functional requiremen

2) that the strength of TOE function claims made are valid, or 
assertions that such claims are unnecessary are valid.

3) That the claim is justified that the stated assurance measure
compliant with the assurance requirements.

The statement of rationale shall be presented at a level of detail w
matches the level of detail of the definition of the security functions.
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d) The PP claims rationale statement is used to explain any difference
between the ST security objectives and requirements and those of any
which conformance is claimed. This section may be omitted if no claim
PP conformance are made or if ST security objectives and requiremen
identical to those of any claimed PP.

211 This potentially bulky material may be distributed separately as it may no
appropriate or useful to all ST users.
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Annex E

CC observation report (CCOR)

E.1 Introduction

212 The CC sponsoring organisations welcome feedback from the community an
particularly interested in observations and comments arising out of applicatio
the criteria.

213 The CC sponsoring organisations have set up a body to coordinate and lear
the community experience and to ensure that future issues of the CC can b
from that experience.

214 Comments, observations, and requests for interpretations should be sent to 
the addresses listed inside the front cover of the CC. If you require feedback
specific evaluation matter, you should use the contact address which correspo
the evaluation authority concerned.

E.2 Format of observation report

215 In order to allow for the automated categorisation of the observations, a sta
observation format is needed.

216 The following provides a description of each structure of the required comm
format and an example of a comment in the required format.

217 If you are submitting one or more observations by electronic mail or other mac
readable format, you must use the ASCII text format to guarantee that 
submission can be process by an automated tool. You must also insert th
defined below, each starting in the first column, as this will greatly assist in
automated handling of your input.

218 Each observation report should consist of three parts. 

a) The first part consists of a tags $1: to $4:, which includes the information to
allow the unique identification of the originator. This first set of tags
required only once per single observation or batch of observations.

b) The second part consists of tags $5: to $9:, which includes the information
to allow the unique identification and categorisation of the observation
actual observation itself and suggested solution. The text of e
observation should extend to as many lines as are needed to fully expre
observation. There can be one or more observations in an observ
report.
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The set of tags $5: to $9:, comprising this second part of the observati
report, should be repeated for each observation being submitted.

c) The third part consists of a single terminating tag $$:. This final tag is
required only once per single observation or batch of observations.

E.2.1 Tag definitions for observation report

219 Each tag must start at the first column of a new line.

$1: Originator name

220 The characters “$1:” without the quotation marks, followed on the same line by 
name of commenter (only required once per message).

$2: Originator organisation

221 The characters “$2:” without the quotation marks, followed on the same line by 
originator organisation/affiliation (only required once per message).

$3: Return address

222 The characters “$3:” without the quotation marks, followed on the same line by 
electronic mail or other address for response (only required once per messag

$4: Date

223 The characters “$4:” without the quotation marks, followed on the same line by 
submission date of observation (only required once per message). The date 
be formatted as: 

YYMMDD
where YY refers to the last two digits of the calendar year, MM refers to the
digit representation of the month, and DD refers to the two digit representati
the day. For example, 29 December 1997 should be formatted as:

971229
and 5 January 1998 should be formatted as:

980105

$5: Originator report reference identification

224 The characters “$5:” without the quotation marks, followed on the same line by 
reference for observation which is unique to originator. Please include your in
or similar unique discriminator, e.g., ABC1234.

$6: One line summary/title of observation

225 The characters “$6:” without the quotation marks, followed on the same line by 
short summary/title for problem (up to 60 characters).
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$7: CC document reference

226 The characters “$7:” without the quotation marks, followed on the same line by 
single reference to the affected area of the CC as detailed as appropriate. T
version for which the comment is being provided is required. Where possible
number, section, paragraph, class, family, component, or requirement refe
should be provided.

227 The template for CC document reference is as follows:

$7: Version / Part / Document Identifier / Keyword

228 The CC document reference template should be completed as follows (see 
for completed example):

a) The characters “$7:” without the quotation marks, to indicate the start of 
observation.

b) Identification of the Version. The CC Version can be found on the title p
of each CC Part. It can also be found in the footer of every internal p
within each Part. Some examples are: 

Version 1.0
Version 2.0
Version 2.0 Beta
Version 2.0 Draft

c) A “/” character, without the quotes, should be inserted between the Ve
and the Part identifiers.

d) Part:
Valid identifiers for the CC Part are:

P1 for Part 1
P1A for Part 1 Annex A
P1B for Part 1 Annex B
P1C for Part 1 Annex C
P1D for Part 1 Annex D
P1E for Part 1 Annex E
P2 for Part 2
P2A for Part 2 Annex A
P3 for Part 3
P3A for Part 3 Annex A
P3B for Part 3 Annex B
P3C for Part 3 Annex C

e) A “/” character, without the quotes, should be inserted between the Pa
the Specific Document identifiers.

f) The Specific Document Identifier to which the comment applies in the 
It should be as specific as is possible. The following list of options
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provided in order of decreasing detail, such that if an option applies to 
comment (when checking the options in order) then you should follow
directions within that option. If your comment applies to more than on
the options below, then you should consider following the directions
those additional options to determine other document identifiers 
separate the resulting list of document identifiers with a comma.

If the comment refers to something within a paragraph, then that parag
number should be provided (e.g., 232).

If the comment refers to an element then the complete element iden
should be provided (e.g., FIA_ATD.1.1).

If the comment refers to a component then the complete compo
identifier should be provided (e.g., ADV_FSP.1). Additionally, any relev
page numbers could also be provided (e.g., 123-123).

If the comment refers to a family then the complete family identifier sho
be provided (e.g., FAU). Additionally, any relevant page numbers co
also be provided (e.g., 123-123).

If the comment refers to a section then the complete section ident
preceded by the word “Section” should be provided (e.g., Section 3.
Additionally, any relevant page numbers could also be provided (e.g., 
123).

g) A “/” character, without the quotes, should be inserted between the Spe
Document identifier and the Keyword (if a keyword is provided).

h) An optional keyword can be provided if the author of the CCOR fee
would be helpful. 

$8: Statement of observation

229 The characters “$8:” without the quotation marks, followed on the same (or a ne
line by the comprehensive statement of observation or query. This field can
several lines. It must contain the actual text of the observation. It should inc
specific reference to examples of the observation, where appropriate.

$9: Suggested solution

230 The characters “$9” without the quotation marks, followed on the same (or a ne
line by the proposed solution or solution approach. This field can span several
It should include specific replacement text when possible.

$$: Terminating tag

231 The characters “$$:” without the quotation marks. This enables an automa
handling system to determine the end of the batch of observations (only req
once per batch of observations).
Page 62 of 64 Version 2.0 Draft 19 December 1997



D R A F T

Part 1: Introduction and general model E - CC observation report (CCOR)
E.2.2 Example observations: 

$1: A. N. Other
$2: PPs ‘R’ US
$3: another@ppsrus.com
$4: 980131
$5: ano.comment.1
$6: Presentation comment.
$7: P2 / FDP_ACF.1 / Italicise
$8: The operations in the component FDP_ACF.1 should 
be italicised.
$9: Italicise the operations.
$5: ano.comment.2
$6: Missing requirement for audit.
$7: P2 / FAU, pg. 336 / 
$8: The first sentence of this paragraph is incomplete.
$9: The first sentence should include “imminent” violations.
$$: This is the end tag, the contents are immaterial.
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	4.4 CC descriptive material
	127 The CC presents the framework in which an eval...
	4.4.1 Expression of security requirements
	128 The CC defines a set of constructs which combi...
	Figure 4.6 - Organisation and construction of requ...

	129 The organisation of the CC security requiremen...
	130 The CC presents requirements for functional an...
	4.4.1.1 Class
	131 The term class is used for the most general gr...
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	4.5.2 ST evaluation
	151 The evaluation of the ST for the TOE is carrie...
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	Figure 5.1 - Evaluation results
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	Figure C.1 - Security target content



	C.2.3 TOE description
	198 This part of the ST should describe the TOE as...
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	201 Where the TOE is physically distributed, it ma...

	C.2.5 Security objectives
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	b) The optional statement of Security requirements...
	c) The following common conditions shall apply equ...
	1) All IT security requirements should be stated b...
	2) Any explicit statement of TOE security function...
	3) Any required operations shall be used to amplif...
	4) All dependencies among the TOE requirements sho...



	C.2.7 TOE summary specification
	204 The TOE summary specification defines the inst...
	205 The TOE summary specification contains the fol...
	a) The Statement of TOE security functions specifi...
	1) The IT security functions shall be defined in a...
	2) All references to security mechanisms included ...
	3) Where AVA_SOF.1 is included in the TOE assuranc...

	b) The Statement of assurance measures specifies t...
	If appropriate, the definition of assurance measur...


	C.2.8 PP claims
	206 The ST may make a claim that the TOE conforms ...
	207 The content and presentation of the ST stateme...
	a) If there is no claim of PP compliance made, the...
	b) If the ST claims only compliance with the requi...
	c) If the ST claims compliance with the requiremen...
	d) If the ST claims compliance with the requiremen...
	e) The case where an ST claims to be partially con...

	208 The CC is not prescriptive with respect to the...
	209 The PP claims part of the ST should, for each ...
	a) The PP reference statement will identify the PP...
	b) The PP tailoring statement will identify the TO...
	c) The PP additions statement will identify the TO...


	C.2.9 Rationale
	210 This section presents the evidence used in the...
	a) The Security objectives rationale shall demonst...
	b) The Security requirements rationale shall demon...
	1) that the combination of the individual function...
	2) that the set of security requirements together ...
	3) that the choice of security requirements is jus...
	4) that the selected strength of function level fo...

	c) The TOE summary specification rationale shows t...
	1) that the combination of specified TOE IT securi...
	2) that the strength of TOE function claims made a...
	3) That the claim is justified that the stated ass...

	The statement of rationale shall be presented at a...
	d) The PP claims rationale statement is used to ex...

	211 This potentially bulky material may be distrib...
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	Annex E �
	CC observation report (CCOR)
	E.1 Introduction
	212 The CC sponsoring organisations welcome feedba...
	213 The CC sponsoring organisations have set up a ...
	214 Comments, observations, and requests for inter...

	E.2 Format of observation report
	215 In order to allow for the automated categorisa...
	216 The following provides a description of each s...
	217 If you are submitting one or more observations...
	218 Each observation report should consist of thre...
	a) The first part consists of a tags $1: to $4:, w...
	b) The second part consists of tags $5: to $9:, wh...
	The set of tags $5: to $9:, comprising this second...
	c) The third part consists of a single terminating...

	E.2.1 Tag definitions for observation report
	219 Each tag must start at the first column of a n...

	$1: Originator name
	220 The characters “$1:” without the quotation mar...

	$2: Originator organisation
	221 The characters “$2:” without the quotation mar...

	$3: Return address
	222 The characters “$3:” without the quotation mar...

	$4: Date
	223 The characters “$4:” without the quotation mar...

	$5: Originator report reference identification
	224 The characters “$5:” without the quotation mar...

	$6: One line summary/title of observation
	225 The characters “$6:” without the quotation mar...

	$7: CC document reference
	226 The characters “$7:” without the quotation mar...
	227 The template for CC document reference is as f...
	$7: Version / Part / Document Identifier / Keyword...
	228 The CC document reference template should be c...
	a) The characters “$7:” without the quotation mark...
	b) Identification of the Version. The CC Version c...
	c) A “/” character, without the quotes, should be ...
	d) Part: Valid identifiers for the CC Part are: P1...
	e) A “/” character, without the quotes, should be ...
	f) The Specific Document Identifier to which the c...
	If the comment refers to something within a paragr...
	If the comment refers to an element then the compl...
	If the comment refers to a component then the comp...
	If the comment refers to a family then the complet...
	If the comment refers to a section then the comple...
	g) A “/” character, without the quotes, should be ...
	h) An optional keyword can be provided if the auth...


	$8: Statement of observation
	229 The characters “$8:” without the quotation mar...

	$9: Suggested solution
	230 The characters “$9” without the quotation mark...

	$$: Terminating tag
	231 The characters “$$:” without the quotation mar...

	E.2.2 Example observations:
	$1: A. N. Other $2: PPs ‘R’ US $3: another@ppsrus....





