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LEAP FROG: 

Example:

System A) 135.32.45.7
- Your PC running Windows 95

System B) 189.131.17.3
- A system somewhere on the Internet running Windows 98

System C) 146.187.12.32
- A Server somewhere on the Internet running RedHat Linux 6.0

System D) 12.32.64.96
- The machine you want to connect to running Solaris 2.6







The following could be an actual connection to a server via leap frogs chained together.

BOLD text is actual typed commands to the leap frog program.  You can also telnet to DNS names instead of IP numbers.  Example elvis.foo.com instead of 189.131.17.4

· (From your system (System A) you Telnet to System B on Port 5000)

· TELNET 189.131.17.4 5000

· (Leap Frog is running on System B.  You then telnet to System C)

· TELNET 146.187.12.32 5000

· (Leap Frog is also running on System C.  You then telnet to System D)

· TELNET 12.32.64.96

· You then log into System D as normal; and proceed to use the system as desired.
Note: All connections from System A to System D are handled as a proxy back and forth by each server. System D has no knowledge of System A.  Further More System C has no knowledge of System A.  System B has no knowledge of System D.  All data is passed back and forth by leap frog.

In the above example the data stream would go as follows: System A passes all data to System B, System B then passes all data to System C, System C Passes all Data to System D.  System D then passes data back to System C, System C then passes the data To System B, System B then passes the data back to System A.  Again System D never ever sees the IP, DNS Name, or MAC address of the System know here as a.

Description: 

Leap Frog is a TCP/IP program, which will proxy telnet or for that matter any TCP/IP connections from your host through a middle host (Leap Frog) to the desired host.  All connections to the destined host will appear to come and be sent to the Leap Frog server.  That is the destination server will see no traffic, IP#, mac address, host info or any other info concerning your machine, it will only know about the connecting machine which is running Leap Frog. 

Example:

Your compute connects to the windows NT/95/98/UNIX machine running  Leap Frog, The Leap Frog Server then handles all traffic from your machine to the destination machine and back to your machine as the following picture shows.







 This program will BIND a File Descriptor to port 5000 (by default) and 5001 (again by default, you can change the port number and recompile).  After the program has bound to the default ports (here after referred to as port 5000 and 5001 respectively) it will begin to listen for all inbound TCP traffic (unlike the Unix Port which does handle UDP traffic this port as of this point does not support this) on the ports 5000 and 5001.

 Upon connection to the port 5000 the program will check to see if you have previously connected to the server before (it does this by cacheing your IP# or host name wherever possible);  If you  have connected before the program will get the cached data and direct you to the already destined location you have requested (assuming it can still be 1) resolved 2) can connect to it). 

 If upon connect it does not find your machines (IP or hostname) cached it will ask you to enter in a hostname (dns name or ip number will work) and port number (default port is 23 if none is entered) to connect to.  Leap Frog will then attempt a connection to the desired host and port; if a good connection can be made it will then cache your IP/hostname so as the next time you connect to port 5000 you will be connected to the server you wish to connect.

 Upon connection to the port 5001 the program will put you into admin mode until you attempt a non admin command it will then attempt to connect to the entered server and ip (on a good connect as above it will cache the IP# and port and disconnect, you will then have to connect back to port 5000 to get to the server you wish).  The supported admin commands at this point in the Windows version is ping, traceroute / tracert, and help.  If you wish to change the server you wanted cached just simply connect to port 5001 and type the server and port # you wish to connect to, if this new server/port can be resolved and connected to it will replace the cache with the newly created connection and disconnect (again you will have to reconnect to the main port 5000 to get to the desired server and port connection)

Example: (actual output from telnet to a server admin telneting to leap frog server on port 5001)

TELNET server.foo.com 5001

Type In server and port to Leap Frog To

> ping www.mit.edu

Pinging host www.mit.edu (18.181.0.31)

Reply From 18.181.0.31: bytes=64 time=  139 ms (id=15, seq=15) ttl=124

Reply From 18.181.0.31: bytes=64 time=  135 ms (id=16, seq=16) ttl=124

Reply From 18.181.0.31: bytes=64 time=  155 ms (id=17, seq=17) ttl=124

Reply From 18.181.0.31: bytes=64 time=  135 ms (id=18, seq=18) ttl=124

{Snipped from output}

Reply From 18.181.0.31: bytes=64 time=  135 ms (id=23, seq=23) ttl=124

Reply From 18.181.0.31: bytes=64 time=  175 ms (id=24, seq=24) ttl=124

Stats for Pinged System www.mit.edu

        Packets Sent:10 Packets Recieved: 10

        Total Time:1464 Average Time:146

Installation:

To run the leap frog program you can either 1) double click on leap_frog.exe and it will open up a dos box saying read for connections…… (twice), you can then minimize that dos box.  Or 2) you can double click on hide_leapfrog.exe and this program will execute leap_frog.exe and run it as a detached process that will not show up under programs (under NT, 95/98 it will show up when you press ctr+alt+del).

On Windows NT systems when the program is running and the user logs out, the program will terminate.  The next version will create a NT service.  Running under Windows 95/98 the program will continue to run even if the user logs out.  

Also Note to use the ping and traceroute on a Windows NT system you must have at least local admin privs.

Programmer NOTE:

This program was written originally for Solaris then ported to Linux, BSD, HPUX, Digital Unix, and now Windows NT, 95/98.

Origination Note:

This program was written so that I could put it on an external machine (originally a Solaris Box) and could run such utilities as ping and traceroute.  Once the interface is in place writing internal functions is pretty easy.  Just add the functions as needed and then add them to the admin interface.  All you have to do to send output is to use the output and input utilities I have created, namely SENDFD(struct,varg,vargslist) and send_fd(struct,string) and for input get_input(struct) will put data read from the FD (socket) into struct->data.
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