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1. Introduction

C.1.1 Overview

The VMS - OpenVMS SRR targets conditions that undermine the integrity of security, contribute to inefficient security operations and administration, or may lead to interruption of production operations.  Additionally, the review ensures the site has properly installed and implemented the VMS/OpenVMS environment and that it is being managed in a way that is secure, efficient, and effective.  The items reviewed are based on standards and requirements published by DISA in the Security Handbook and other DoD Policy and regulations.  (There is no available VMS – OpenVMS Security Technical Implementation Guide.) The results of the SRR scripts will coincide with the VMS-OpenVMS SRR Checklist with the following: F- Finding, N/F- Not A Finding, N/A- Not Applicable, MR -Manual Review, or NR – Not Reviewed.

DISA Field Security Operations has assigned a level of urgency to each finding based on Chief Information Officer (CIO) established criteria for certification and accreditation.  All findings are based on regulations and guidelines.  All findings require correction by the host organization. Category I findings are any vulnerabilities that provide an attacker immediate access into a machine, superuser access, or access that bypasses a firewall.  Category II findings are any vulnerabilities that provide information that has a high potential of giving access to an intruder.  Category III findings are any vulnerabilities that provide information that potentially could lead to compromise.  Category IV vulnerabilities, when resolved, will prevent the possibility of degraded security.

C.1.2 Organization of the Checklist

The VMS - OpenVMS Security Checklist is composed of five major sections and two appendices.  The organizational breakdown proceeds as follows:

	Section 1
	Introduction

	
	This section contains summary information about the sections and appendices that comprise the VMS - OpenVMS Security Checklist, and defines its scope.  Supporting documents consulted are listed in this section.



	Section 2A
	VMS - OpenVMS SRR Result Report

	
	This section is the matrix that allows the reviewer to document vulnerabilities discovered during the SRR process.   This section is used for an VMS - OpenVMS review.



	Section 3A
	VMS- OpenVMS Checklist Procedures

	
	This section documents the procedures that instruct the reviewer on how to perform an SRR using the SRR scripts for Oracle and manual procedures, and how to interpret the resulting information for vulnerabilities.  Each procedure maps to a PDI tabulated in Section 2A.



	Appendix A
	Information Assurance Vulnerability Management (IAVM) Bulletin Compliance

	
	This appendix documents procedures for checking compliance with specific IAVM bulletins applicable to VMS – OpenVMS operating system.



	Appendix B
	Record of Changes

	
	This appendix summarizes the changes made to this document.


C.1.3 Supported Versions 

The vulnerabilities discussed in Sections 2 and 3 of this document are applicable to VMS and/or OpenVMS versions 5.3 through 7.3 on VAX or ALPHA hardware platforms.

C.1.4 Document Effective Date

This document is effective as of January 28, 2005.  All IAVM compliance requirements on or before this date are to be in compliance with the IAVM Alert, Bulletin, and Technical Advisories.  Any IAVM updates after this date are strongly suggested, but will not be checked for compliance until this document has been updated to reflect these new requirements.  This document will be updated by the end of each month pending that updates are required.   

C.1.5 VMS – OpenVMS Sort Order Numbers

These numbers are used to identify the specific VMS – OpenVMS checks.  Numbers are assigned base on the category of the check.  The category and sort order number ranges are as follows:

0100 – 0199  Account Integrity

0200 – 0299  File Access

0300 – 0399  File Attributes

0400 – 0499  File Finds

0500 – 0599  Login Parameters

0600 – 0699  Network Integrity

0700 – 0799  Object Integrity

0800 – 0899  Password Strength

0900 – 0999  Startup Files

1000 – 1099  Auditing

1100 – 1199  System Mail

1200 – 1299  System Queues

1300 – 1399  User Files

1400 – 1499  Miscellaneous

C.1.6 Review Method

To perform a successful Security Readiness Review (SRR), this document provides two methods to assess vulnerabilities on an VMS or OpenVMS operating system — a DISA FSO script and manual procedures.  The manual procedures should be performed if the SRR command-scripts are not available, if they are not permitted, or if there is a discrepancy in the tools’ reporting.

C.1.7 Referenced Documents

The following table enumerates the documents and resources consulted:

	Date
	Document Description

	 
	There are no referenced documents at this time
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2. VMS – OpenVMS SRR Results Report

Unclassified UNTIL FILLED IN

CIRCLE ONE

FOR OFFICIAL USE ONLY (mark each page)

CONFIDENTIAL and SECRET (mark each page and each finding)

Classification is based on classification of system reviewed:

Unclassified System = FOUO Checklist

Confidential System = CONFIDENTIAL Checklist

Secret System = SECRET Checklist

Top Secret System = SECRET Checklist

This checklist becomes effective January 31, 2005

C.2.1 Site Information

	Reviewer:
	
	Date:
	

	STIG Version:
	
	Script Version
	

	Site:
	

	System Administrator Information:

	Name:
	

	E-mail Address:
	

	Phone # (Commercial):
	(       )
	DSN:
	

	IAO Information:

	Name:
	

	E-Mail Address
	

	Phone # (Commercial)
	
	DSN:
	

	DBA Information:

	Name:
	

	E-mail Address:
	

	Phone # (Commercial):
	(       )
	DSN:
	


C.2.2 System Information

	System Name/Workload ID:
	

	IP Address(es):
	

	Hardware Description:
	

	
	

	System Location (building/room):
	

	Console Location:
	

	System Classification:
	

	Operating System(s) and Version Used On This System:
	

	

	System Workload (Main Application/Function):
	

	

	Program Manager:
	


C.2.3 Instructions

Procedures

Follow the procedures in Section 3, VMS – OpenVMS SRR Check Procedures, to perform the checks!  Enter the finding results in the space provided in the Finding Details column of the results table.

(Check Type:  M = Manual Review of  results required, S = Use Script Results, I = Interview SA only)

	Check Procedures
	Finding Information
	
	PDI Information

	Manual Page
	Check Type
	Status
	Details
	
	PDI
	Description
	Cat.

	3-4
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The following system-level accounts do not have account access restrictions defined:


	
	VMS0101
	Improper configuration of access restrictions could result in the compromise of the operating system environment, and compromise the confidentiality of customer data
	III 

	3-4
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The accounts listed have duplicate UICs.  
	
	VMS0102
	The accounts listed have duplicate UICs.  This is a security problem.  Accounts that share a common UIC allow the user of one account to modify or delete the files of another account
	II 

	3-5
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The accounts listed have privileges that potentially allow these users to either interfere with normal system operations or to control the system.  The items that grant these privileges are listed with the accounts:


	
	VMS0103
	Most accounts with these types of privileges are not part of the normal operating system distribution and can represent a security risk.

	 III

	3-5
	S/MR
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The accounts listed have privileges because they are assigned system-level User Identification Codes (UICs):
	
	VMS0104
	A system level UIC is one in which the group number is less than, or equal to, the SYSGEN parameter, MAXSYSGROUP.  The group number is defined at system generation time and may vary from site to site.  Account privileges allow users to add, modify or delete system files.  These accounts are not part of the normal operating system distribution and can represent a security risk.
	III 

	3-6
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The following accounts have system-level privileges:
	
	VMS0105
	Improperly granted privilege classes can grant unintended privileges and accesses to users.  This could result in the compromise of the operating system environment, and compromise the confidentiality of customer data.
	 

	3-6
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The accounts listed have home directories that reside on either an invalid device, or on an inappropriate device:
	
	VMS0106
	These accounts may no longer be valid or useful, and may represent a security exposure to the system.
	III 

	3-7
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The accounts listed have home directories that reside on a device that is not ready:


	
	VMS0107
	The device may not be online, mounted or available.  Security checks cannot be completed.

	 III

	3-7
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The accounts listed do not have home directories:
	
	VMS0108
	Improper home directory configuration can interfere with the proper functioning of accounts.  The accounts listed do not have home directories.  This is not consistent with the system configuration.  These accounts may be inactive or DISUSERed.
	II

 

	3-8
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The standard accounts listed do not conform to expected security protections:


	
	VMS0109
	Improper account ownership can prevent proper identification of assigned privileges, result in auditing difficulties, and can jeopardize overall system security.

	III 

	3-9
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The following SYSGEN parameters are associated with accounts:


	
	VMS0110
	 Improper configuration of account related SYSGEN parameters could result in the compromise of the operating system environment, and compromise the confidentiality of customer data.

	III 

	3-10
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The files listed are accessible by non-privileged users as indicated:


	
	VMS0201
	Improper system file access could result in the compromise of the operating system environment, and compromise the confidentiality of customer data.  The files listed are accessible by non-privileged users as indicated.  This allows non-privileged users to read, execute, modify, or delete the files.  Users can gain access using an ACL granted to the user, the privilege of the user, or the UIC protection on the file.
	II 

	3-11
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed files are accessible by privileged users as indicated:


	
	VMS0202
	
Improper system file access could result in the compromise of the operating system environment, and compromise the confidentiality of customer data.  The listed files are accessible by privileged users as indicated.  This allows privileged users to read, execute, modify, or delete the files.  Users can gain access using an ACL granted to the user, the privilege of the user, or the UIC protection on the file.

	III 

	3-12
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed files could not be opened to retrieve necessary information for review of their security posture:


	
	VMS0301
	The security posture of the files is undetermined.  They could present a security exposure to the system.
	III 

	3-13
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The files listed have changed ownership:


	
	VMS0302
	If the change was not approved by the system manager, then it signifies an unauthorized change was made to the file, and represents an area of vulnerability with regards to protection of critical files.
	 II

	3-13
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The following files have Access Control Lists (ACLs) associated with them:


	
	VMS0401
	The integrity of system files is critical to the security and integrity of the VMS operating environment.  Improperly defined ACLs can grant unintended access to files, which could result in the compromise of the operating environment, and/or compromise the confidentiality of customer data.
	II 

	3-14
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed system reserved files are not owned by the SYSTEM account:


	
	VMS0403
	From a security standpoint, this is extremely dangerous because it can render the disk unusable or the system inoperable because these files can be corrupted or deleted.
	II 

	3-14
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed system reserved files have an incorrect protection mask:


	
	VMS0404
	This presents a major security concern, as other users may potentially corrupt or delete these files which could render the disk unusable or the system inoperable.
	 II

	3-15
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed system reserved files have an ACL associated with them:


	
	VMS0405
	From a security standpoint, this is extremely dangerous because it can render the disk unusable or the system inoperable because these files can be corrupted or deleted by users which have the same identifier granted to them.

	II 

	3-16
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed files have unbalanced User Identification Code protections:


	
	VMS0406
	Unbalanced file protections could result in the compromise of the operating environment, and/or compromise the confidentiality of customer data. Unbalanced means that: 1) other access is greater than group access or user access, -OR- 2) that group access is greater than user access, -OR- 3) the files UIC protection is greater than its parent directory’s protection.
	III 

	3-17
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed files are owned by users that are not defined in the system user authorization VMS - OpenVMS (SYSUAF):


	
	VMS0410
	This may indicate that a user who has been removed from the authorized user database still has files left on the system.

	III 

	3-18
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed files have one or more of (or all of) the specified WORLD accesses:


	
	VMS0411
	Caution should be exercised in granting WORLD write and delete access to these files since those accesses allow any user to modify and/or delete them.
	III 

	3-19
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed files have one or more of (or all of) the specified GROUP accesses:


	
	VMS0412
	While not necessarily a security risk, caution should be exercised in granting GROUP write and delete access to these files since those accesses allow any member of the group to modify and/or delete them.
	III 

	3-20
	S/MR
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed accounts do not have the DISCTLY flag set:


	
	VMS0501
	Not having the DISCTLY flag not set allows these accounts to prematurely abort the system login sequence.  This may prevent certain procedures from being executed during login which may be required for this site.

	III 

	3-20
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed accounts do not have the DEFCLI flag set:


	
	VMS0502
	Ensure the DISCTLY flag is set on all accounts.

	III 

	3-21
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed CAPTIVE accounts have characteristics that pose a potential security risk:


	
	VMS0503
	A captive account rarely requires elevated privileges, nor should it be assigned a system level UIC.  In addition, it is recommended that a user of a captive account not be allowed to change the password for that account -- The LOCKPWD flag should be set.
	 II

	3-21
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed RESTRICTED accounts have characteristics that pose a potential security risk:


	
	VMS0504
	A restricted account rarely requires elevated privileges, nor should it be assigned a system level UIC.  In addition, its PRCLM quota should be set to zero in order to prevent such a user to spawn out of the restricted environment.
	 II

	3-22
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed accounts have no registered interactive logins and/or no registered non-interactive logins:


	
	VMS0506
	Unused accounts can present opportunities to penetrate the system.  These accounts have never been utilized on the system.  This implies that these accounts are inactive and, therefore, may be unnecessary.  They also present a potential security risk in that unauthorized users may attempt to gain access to the system using these accounts.
	II 

	3-22
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed accounts have not registered an interactive and/or non-interactive login within the specified period:


	
	VMS0507
	Stale accounts can present opportunities to penetrate the system.   These may be stale accounts which are no longer needed.  They may also be utilized as a means to gain unauthorized access to the system.
	II 

	3-23
	S/MR
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed accounts have been disabled and are not valid for accessing the system:


	
	VMS0508
	Improperly defined and maintained user accounts presents opportunities to penetrate the system, thus giving an unauthorized user access to the system resources.

	III 

	3-23
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed accounts have expired.  These may be temporary accounts that are no longer required:


	
	VMS0509
	Improperly defined and maintained user accounts present opportunities to penetrate the system, thus giving an unauthorized user access to the system resources.

	III 

	3-24
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The following are login-related SYSGEN parameters:


	
	VMS0510
	Login related SYGEN parameters define and enforce the login policies of the site.  Improperly defined Login related SYSGEN parameters can result in the compromise of the operating system environment, and compromise the confidentiality of customer data.
	II 

	3-25
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed network proxies contain wild card characters in the remote node specification:


	
	VMS0601
	Improper definition of the network can present opportunities to penetrate the system.  This is a serious security vulnerability since it allows access from nodes not currently added to the network.
	II 

	3-26
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The local username associated with the listed network proxies was not found in the system user authorization VMS - OpenVMS (SYSUAF):


	
	VMS0602
	Improper definition of the network can present opportunities to penetrate the system.  This inconsistency indicates either a potential denial of service attack, or a potential for unintended access given to a future user.

	II 

	3-26
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed network proxies allow access to an account with more than normal privileges:


	
	VMS0603
	This is a serious vulnerability because it allows privileged operations to occur remotely without the user even logging in.

	II 

	3-27
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The local username associated with the listed network objects was not found in the system user authorization VMS - OpenVMS (SYSUAF):


	
	VMS0604
	This inconsistency indicates either a potential denial of service attack, or a potential for unintended enabling of the object in the future.
	II 

	3-27
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed network objects use accounts that have more than normal privileges:


	
	VMS0605
	This is a serious vulnerability because it allows privileged operations to occur remotely without the user even logging in.
	II 

	3-28
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed network objects refer to an executable file that does not exist:


	
	VMS0606
	Network object executable does not exist. This prevents the network object from being used.


	III 

	3-28
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The TASK object exists on this system.


	
	VMS0607
	This network object allows remote users to execute remotely any command procedure they specify, subject to normal access restrictions.  It is more secure to require all procedures that may be remotely executed to be previously defined in the network object VMS - OpenVMS by eliminating this object.
	III 

	3-29
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed system identifiers contain bad values:


	
	VMS0701
	The OpenVMS system predefines fixed values for all system identifiers.  If the system identifier values are changed it implies unnecessary tampering with system resources.

	II 

	3-30
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed identifiers have no holders:


	
	VMS0702
	If a user is granted one of these identifiers, it may provide the user with sufficient privileges to tamper with unauthorized resources on the system (e.g., critical files, directories, etc.).

	II 

	3-30
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed system logical name tables are not owned by the SYSTEM account:


	
	VMS0703
	This may allow vulnerabilities to exist in these tables making them susceptible to unwanted changes.  The owner of a table can freely add, modify, and delete entries in the table.

	II 

	3-31
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed system logical name tables permit other than READ WORLD access:


	
	VMS0704
	This allows any user to potentially change these system tables by removing or adding elements to them.  Such actions may allow a user to circumvent certain system security measures or override safeguards.
	II 

	3-31
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed system logical name tables permit other than READ group access:


	
	VMS0705
	This allows any member of the owners group to potentially change these system tables by removing or adding elements to them.  Such actions may allow a user to circumvent certain system security measures or override safeguards.
	 II

	3-32
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed system logical name tables have associated ACLs:


	
	VMS0706
	This may allow unauthorized access to users which have the associated identifiers granted to them.
	II 

	3-32
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The system disk (SYS$SYSDEVICE) is not owned by a valid system account (e.g., SYSTEM or [1,1]):


	
	VMS0707
	This could result in unauthorized access to the operating system files, and compromise system integrity.
	I 

	3-33
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed disks have owners that are not defined in the system user authorization VMS - OpenVMS (SYSUAF):


	
	VMS0708
	A system shared disk should typically be owned by the SYSTEM account.  A privately mounted disk should be owned by a valid user in the SYSUAF.
	II 

	3-33
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed disks have incorrect protections:


	
	VMS0709
	Incorrect disk protection can yield undesirable access of sensitive data or files to unauthorized users.
	II 

	3-34
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed disks have the file highwater-marking feature disabled:


	
	VMS0710
	Highwater marking is a feature of OpenVMS which protects users from reading files beyond what was written to them.  This also is termed disk scavenging
	II 

	3-34
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed disks have the erase-on-delete feature disabled:


	
	VMS0711
	This feature writes a pattern over the disk space occupied by a file when the file is deleted.  This prevents users from scavenging old data from the disk which might otherwise be considered reserved only for authorized users.

	II 

	3-35
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The system disk (SYS$SYSDEVICE) has a volume owner that is not a valid system account (e.g., SYSTEM or [1,1]).


	
	VMS0712
	This allows the owner full access to the volume, which can present a security risk.
	II

	3-35
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed disks have volume owners that are not defined in the system user authorization VMS - OpenVMS (SYSUAF):


	
	VMS0713
	Owners of a volume should be defined in the SYSUAF.  This could present a security problem, if a user has privileges to define the owner into the SYSUAF and then login to that account.  This would permit the user full privileges on the volume.
	II 

	3-36
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed disks have incorrect volume protections:


	
	VMS0714
	Incorrect volume protections can prevent users from accessing to the disks.  By default, all users should be granted RWCD access to the volume.
	 II

	3-37
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed accounts do not have a password associated with them (or no secondary password for those accounts requiring one):


	
	VMS0801
	This condition allows immediate access to the system to anyone accessing these accounts.  In addition, if any of these accounts is a privileged account then the system is vulnerable to intentional or unintentional tampering with critical system resources.
	I 

	3-38
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed accounts have the DISPWDDIC flag set in their UAF record:


	
	VMS0802
	Improper password definition and/or use, such as the use of predictable and easily guessed passwords, can present opportunities to penetrate the system.  The listed accounts have the DISPWDDIC flag set in their UAF record.  This prevents the system from screening use of a new password against a system dictionary when the user changes the password for the account.  This allows the same password to be used repetitively for the account which increases the risk of an unauthorized user guessing the password and thus gaining access to the system.
	II 

	3-38
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed accounts have the DISPWDHIS flag set in their UAF record:


	
	VMS0803
	Improper password definition and/or use, such as failure to change passwords on a regular basis, can present opportunities to penetrate the system.  The listed accounts have the DISPWDHIS flag set in their UAF record.  This prevents the system from verifying previous use of a new password when a user changes the password for the account.  This allows the same password to be used repetitively for the account, which increases the risk of an unauthorized user guessing the password and thus gaining access to the system.

	 II

	3-39
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed accounts have an improperly set PWDMINIMUM value:


	
	VMS0804
	Improper password definition and/or use, such as inadequate password length and complexity, can present opportunities to penetrate the system.  The listed accounts have an improperly set PWDMINIMUM value, which allows them to use passwords with lengths which are less than the DISA standard of 6 characters.  This increases the risk that the passwords for these accounts may be guessed thus allowing potential unauthorized access to the system.

	II 

	3-39
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed accounts have their PWDLIFETIME field set to either None (implying no expiration for their password) or to a value that is greater than 90 days:


	
	VMS0805
	Improper password definition and/or use, such as failure to change passwords on a regular basis, can present opportunities to penetrate the system.  An account with no password lifetime restriction may retain its password indefinitely.  This renders the account vulnerable to unauthorized access if its password is discovered by unauthorized users of that account.  Those accounts with a password lifetime greater than the maximum specified may also be rendered vulnerable since they are not forced to change their password within 90 days.
	II 

	3-40
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The following startup files are accessible by non-privileged users:


	
	VMS0901
	The integrity of VMS startup files is critical to the security and integrity of the operating environment.  Improper access to startup files can allow unauthorized users to modify their own or another userÆs execution environment.
	II 

	3-40
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	During checking of the listed command procedure files for non-privileged access, the indicated embedded command procedures were not found:


	
	VMS0902
	During checking of the listed files for non-privileged access, either:  1) An attempt to open the files to check for other called procedures resulted in an open failure,  -OR- 2) The listed command procedures reference other command procedures which were not found.  If a file was required and deleted, a user could create a file with the same name.  This file then would run with privileged access allowing a user to gain unauthorized system access.
	III 

	3-41
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed startup files were explicitly specified for checking in a file include list, but were not found:


	
	VMS0903
	This indicates either a system configuration inconsistency or an inconsistency in the review criteria.
	II 

	3-42
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The system accounting process is disabled.


	
	VMS1001
	This prevents accounting history from being recorded.
	II 

	3-43
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Accounting has been disabled for the process types and events listed:


	
	VMS1002
	The related processes and events are not being recorded.  If system level access is not recorded, there is no way to track if an attack is being made to gain unauthorized access to the system.
	II 

	3-43
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The security alarms listed are not monitoring all the required events:


	
	VMS1003
	All system security alarms are currently disabled.
	 I

	3-44
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The security alarms listed are not monitoring all the required events:


	
	VMS1004
	Some security alarms are not being reported.
	II 

	3-44
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	Security audits are currently disabled.


	
	VMS1006
	Security alarms are not being reported.  Security infractions are not being recorded.

	II 

	3-45
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The security audits listed are not monitoring all the required events:


	
	VMS1007
	Some security infractions are not being recorded.

	II 

	3-46
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed users are routing their mail to a forwarding address:


	
	VMS1101
	Many, or all, of their mail files may reside on a different system.  This prevents analysis of the mail files associated with these users.
	 II

	3-47
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed user mail files and/or other mail files in the user's mail directory have protections that yield access to unauthorized users:


	
	VMS1102
	A users mail file should limit access to the SYSTEM and OWNER (typically RW for SYSTEM and OWNER and no access for GROUP and WORLD).  The listed files should have their protection changed to (RW,RW,,).
	II 

	3-48
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed user mail files and/or other mail files in the user's mail directory are not owned by the proper owner:


	
	VMS1103
	A users mail file should only be owned by that user.  The owner of a file has full access to the file including read, write and delete privileges on that file.  These files should be changed to specify the proper owner.
	II 

	3-48
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	An error was encountered during review of the system MAIL object.


	
	VMS1104
	During review of the system MAIL object, either 1) The attempt to gather information on the systems MAIL object was unsuccessful.  This implies that there is no MAIL object available on the system, thus prohibiting the use of VMS MAIL.  -OR- 2) The information collected on the system MAIL object is incomplete.  This implies that the object is not correctly configured or that the last system upgrade (for openVMS) may have been incomplete.
	III 

	3-49
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The system mail object account was not found in the system user authorization VMS - OpenVMS (SYSUAF).


	
	VMS1105
	This prohibits mail transmissions across the network.
	 IV

	3-49
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The system mail object account does not have the RESTRICTED flag set.


	
	VMS1106
	Not having this flag set allows the account unrestricted access, which is both unnecessary and undesirable.  The RESTRICTED flag should be set on this account.
	 II

	3-50
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The system mail object account has a UIC group value which grants it privileged status:


	
	VMS1107
	This can permit someone to exploit the privileges of this account, and presents a risk to the systems overall security.  This account should have its UIC changed to a non-privileged value, i.e.  one whose group number is greater than that specified in the SYSGEN parameter MAXSYSGROUP.
	II 

	3-50
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The mail object account has the DISUSER flag set.


	
	VMS1108
	This effectively disables this account for any use.  This condition inhibits mail transmission across the network.
	IV 

	3-51
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The mail object account is not password protected.


	
	VMS1109
	This account should be assigned a password.  Not having a password on this account may grant access to the system via this account from outside processes, which could exploit this vulnerability.
	I 

	3-51
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The system mail object account has NETWORK access disabled.


	
	VMS1110
	This prohibits mail transmissions across the network.

	IV 

	3-52
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The system mail object account has the listed inappropriate accesses:


	
	VMS1111
	The mail object account has 1) BATCH, 2) REMOTE, 3) DIALUP, and/or 4) LOCAL access enabled.  This permits respective logins to the system:  1) from batch jobs submitted by other users which can specify this account as the user; 2) by a user from a remote node; 3) utilizing a modem; 4) by a local user.  This account should have these accesses disabled.

	II 

	3-52
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The system mail object account is lacking the necessary minimum privileges to function.


	
	VMS1112
	This account requires TMPMBX and NETMBX privileges in order to function.  Lack of these privileges can impede mail transmissions.

	IV 

	3-53
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The system mail object account has privileges that are not necessary, and that may grant it excessive privileges:


	
	VMS1113
	If the account contains other weaknesses (such as an ability to access the system and its resources via this account) then these extra privileges may allow malicious use of this account to gain unauthorized access to system objects. This account requires only TMPMBX and NETMBX privileges to function properly.
	II 

	3-53
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The system mail profile has the incorrect owner:


	
	VMS1114
	This may allow this file to be corrupted or deleted by an unauthorized user.


	II 

	3-54
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The system mail profile has incorrect file protections:


	
	VMS1115
	This may allow this file to be corrupted or deleted by unauthorized users.

	II 

	3-54
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The executable file associated with the mail object was not found.


	
	VMS1116
	This will prevent the mail system from functioning.  It also may indicate tampering with the operational environment.
	II 

	3-55
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The specified print/batch queues have owners that do not match the expected owner:


	
	VMS1201
	This allows the owner control over the queue and could lead to loss, or restriction, of service from this queue.  By default, the printer and batch queues should be owned by the SYSTEM account.

	II 

	3-55
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The specified print/batch queues have protections that do not match the expected protections:


	
	VMS1202
	This can lead to undesired or unauthorized manipulation of the queue such that service may be interrupted or compromised.  Queues should retain their default protection values as specified when initialized.
	 II

	3-56
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The specified print/batch queues are stopped:


	
	VMS1203
	This denies print/batch service to users via these queues.
	III 

	3-56
	S/MR
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	No print/batch queues were found on the system.


	
	VMS1204
	This could indicate tampering with the system environment.

	 

	3-57
	S/MR
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The system queue manager is not running.


	
	VMS1205
	This could indicate a system problem, or tampering with the system.
	 II

	3-58
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed users are assigned home directories that do not exist on the system:


	
	VMS1301
	This condition precludes performing requested security checks for these users.  Either their home directories need to be added to the system, or the users may need to be removed from the SYSUAF if these are accounts which have expired and/or are no longer in use.


	III 

	3-59
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed privileged user command procedures, login command procedures, and/or files are accessible by non-privileged users:


	
	VMS1303
	This makes these files potentially vulnerable to access, modification, or deletion by unauthorized users.  The methods of access may be available via an ACL on the file, the files UIC protection, and/or user access via the directory path or user privileges.  If GROUP is displayed, then there are non-privileged users in the same group as the file owner, which have the listed accesses to the file.
	II 

	3-60
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed users have default directories that are not owned by them:


	
	VMS1304
	Improper ownership may prevent these users from accessing their directories, and may allow the owner full reign on the files in the directory, and possibly all files in the directory tree.


	II 

	3-61
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed privileged files have an owner different than the owner of the directory:


	
	VMS1305
	This provides the owner with full access to the file.  Unless this is intentional, the file owner should be the same as the owner of the directory.  If the owner of the directory and the owner of the file are not the same this could represent a breach in security.
	II 

	3-62
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed privileged user directories are accessible by non-privileged users in the manner indicated:


	
	VMS1306
	This makes these directories vulnerable to undesired manipulation, viewing or deletion by unauthorized users without the owners knowledge or consent.  The accessibility may be due to weak directory protections (for WORLD or GROUP) or ACL permissions.


	II 

	3-63
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed user files have WORLD WRITE and/or DELETE access:


	
	VMS1307
	This allows any user to either modify or delete these files.  These protections should be removed to avoid accidental or intentional deletion or modification of these files.


	II 

	3-63
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The listed users have hidden directories in their directory tree:


	
	VMS1308
	This is an abnormal condition.  This is a mechanism which is used to conceal files.  All directories should end with the .DIR extension.
	II 

	3-64
	S
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The specified privileged users have no login command procedure specified in their system user authorization VMS - OpenVMS (SYSUAF) entry (the LGICMD field), or their login command procedure could not be found:


	
	VMS1310
	This could prevent the user accounts from functioning properly.  It could indicate a denial of service situation.
	III

	3-65
	S/MR
	( Finding

( Not a Finding

( Not Applicable

( Not Reviewed
	The Department of Defense (DOD) logon banner is not displayed prior to a logon attempt.
	
	VMS1401
	The Department of Defense (DOD) logon banner is not displayed prior to a logon attempt.
	II


3. VMS – OpenVMS SRR Checklist and Procedures

C.3.1 Reviewer Notes

The script name for the automatic review is named openvms-srr-v2r1-1.com.  It is an ASCII text file containing a Digital Command Language (DCL) script.  The script may be copied to the system from a remote workstation using FTP.  The following instructions can be used to send the file to VMS host system from a remote workstation.

From the DOS prompt:

· C:\>  cd a:\

· A:\>  ftp

· FTP> open 198.64.106.37    (OpenVMS host ip address)

· User:  system              (best to use system account)

· password: password          (password entered by SA)

· FTP> put openvms-srr.com

The script may also be copied directly from the SRR CD to a VMS/OpenVMS system that supports ISO 9660 CD format.  If copying from the CD, please follow the instructions below:

· Login into the VMS/OpenVMS host as user SYSTEM

· Copy the script file to the current directory with the DCL command:

$ copy CDROM:openvms-srr-v2r1-1.com *.*

Once the file has been copied, start the script from the host with the following DCL command:

$ @openvms-srr-v2r1-1.com

The script will begin operation and provide SRR check status lines for the reviewer to follow the progress of the script.  Please note that some file and directory checks may take several minutes to complete.  Press Ctrl/Y or Ctrl/C to interrupt the script if necessary.  If in doubt, pressing Ctrl/T will report I/O and paging statistics to assure the reviewer that the script continues to progress.

The script results file is written to the file named SRRRPT.LIS file located in the SYS$SYSDEVICE:[sys0.sysmgr.disafso] directory.  Use these results to complete the review.  Review the results according to the instructions provided in this section of the checklist.

To copy the resulting files back to the remote workstation using FTP, use the following commands:

From the FTP prompt:

· FTP>  get srrrpt.lis       (results file copied to a:\ floppy drive)

· FTP>  bye

· A:\>

C.3.2 Reviewer Interfaces:

The script is intended to be run from the system console while logged into the VMS/OpenVMS system as user SYSTEM.  This specific account is not required, however, the script expects the temporary directory to be located in the SYS$MANGER directory and will fail otherwise.  Also, use of the SYSTEM account provides all required system privileges to complete the script.

C.3.3 Process Notes

The script produces several temporary files during its operation.  Most of these temporary files are associated with specific checks and their file names indicate the check to which they are associated; others are used for many checks are named based on their source.  For example, results from SYSUAF.DAT inquiries are stored in files named SYSUAV*.LIS.  These temporary files may provide additional review or script troubleshooting information should a problem with the script arise.

C.3.4 Information Assurance Vulnerability Management (IAVM’s)

 IAVM alerts, bulletins, and advisories were instituted to provide positive control of vulnerability notification and corresponding corrective action within DoD. All DoD program managers and system administrators, and/or other personnel responsible for system networks shall comply with the IAVM process.

C.3.5 Definitions for Category of Findings:

Category I findings are any vulnerabilities that provide an attacker immediate access into a machine, allow superuser access, or bypasses a firewall.

Category II findings are any vulnerabilities that provide information that has a high potential of giving access to an intruder.

Category III findings are any vulnerabilities that provide information that potentially could lead to compromise.

Category IV vulnerabilities, when resolved, will prevent the possibility of degraded security.

C.3.6 Manual Review Process:

Manual checks are VMS/OpenVMS Digital Command Language (DCL) statements to be entered at the VMS/OpenVMS system prompt ($).  All DCL commands as listed in the specific checks should be entered with the default directory set to the [.disafso] directory.  Use the results from the DCL commands to enter the resulting finding in the SRR Results Report (Section 2 of this document).

Prior to beginning a manual review, complete the following steps:

$ osver=F$GETSYI("VERSION")

$ sho sym osver

$ systype=F$GETSYI("HW_NAME")

$ sho sym systype

$ sysname=F$GETSYI("NODENAME")

$ sho sym sysname

* the information above is required to complete the system detail information

$ define fso sys$sysdevice:[sys0.sysmgr.disafso]

$ set def SYS$SYSTEM

$ run sysgen

SYSGEN> set/out=FSO:sysgen.txt

SYSGEN> sshow/all

SYSGEN> sset/out=fso:startup.txt

SYSGEN> sshow/startup

SYSGEN> sexit

$ run authorize

UAF> list/full

UAF> list/brief

UAF> list/identifier *

UAF> list/rights/user=*

UAF> list/proxy  ! may not be active

UAF> exit

$ copy sysuaf.lis;-1 fso:

$ copy sysuaf.lis; fso:sysuafb.lis

$ copy rightslist.lis;-1 fso:identifiers.lis

$ copy rightslist.lis; fso:

$ copy netproxy.lis fso:

$ set def fso

$ show account/out=fso:accounts.lis

$ show dev d/mount/brief/out=fso:diskinfo.lis

$ run sys$system:ncp

NCP> list exec char to fso:netexecs.lis

NCP> list known node char to fso:netnodes.lis

NCP> list known obj char to fso:netobjs.lis

NCP> exit

$ 

C.3.7 VMS – OpenVMS Checks and Procedures

3.7.1 Account Integrity

VMS0101 Improper system-level account access restrictions

Description:
Improper configuration of access restrictions could result in the compromise of the operating system environment or the confidentiality of customer data.

Script Results:   Any accounts determined as system-level accounts (group value less than or equal to the SYSGEN parameter MAXSYSGROUP) that do not have account access denied for dialup and remote access will be listed.  If any accounts are listed, then this is a Finding.  

Manual Check:  

$ search/nowarn/window=(0,0) sysgen.txt MAXSYSGROUP

$ search/nowarn/window=(0,0)/out=fso:VMS0101.lis sysuaf.lis UIC,"access restrictions",dialup:,remote:

Note the value returned for MAXSYSGROUP.  The default value is 8.  Note the group value for the account User Identification Codes (UIC).  For any accounts with a group UIC (UIC’s are listed in the format [GROUP UIC, USER UIC] ) with a value less than or equal to MAXSYSGROUP, review the access restrictions.  If any do not have DIALUP and REMOTE listed, then this is a Finding.

	Category:
	III

	SDID/PDIKEY: VMS0101 / 3448
	Improper system-level account access restrictions

	IA Control:
	EBRP-1
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0102 Duplicate UICs for system-level accounts

Description: The accounts listed have duplicate UICs.  This is a security problem.  Accounts that share a common UIC allow the user of one account to modify or delete the files of another account.

Script Results:  If any accounts are reported as having a duplicate UIC, then this is a Finding.

Manual Check:  

$ search/ window=(0,0 sysuaf.lis UIC

Review the results.  If any UICs are repeated, then this is a Finding.  Note the duplicate UIC in the finding details.

	Category:
	II

	SDID/PDIKEY: VMS0102 / 3449
	Duplicate UICs for system-level accounts

	IA Control:
	IAIA-1/2
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0103 Improperly defined privileged accounts

Description:   Non-system-level accounts granted GROUP and/or GRPPRV privileges are not part of the normal operating system distribution and can represent a security risk.
Script Results:  If any accounts are listed, then this is a Finding.

Manual Check:  

$  search/window=(0,0) sysuafb.lis Group

Review the results.  If any accounts with a group UIC value greater than MAXSYSGROUP  are returned, then this is a Finding.

	Category:
	III

	SDID/PDIKEY: VMS0103 / 3450
	Improperly defined privileged accounts

	IA Control:
	ECPA-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0104 Improperly defined accounts with system-level UIC

Description: A system level UIC is one in which the group number is less than, or equal to, the SYSGEN parameter, MAXSYSGROUP.  The group number is defined at system generation time and may vary from site to site.  Account privileges allow users to add, modify or delete system files.  These accounts are not part of the normal operating system distribution and can represent a security risk.
Script Results:  Review the list of accounts returned with the SA.  Verify that all accounts are authorized by the IAO for system-level access.  If any are not, then this is a Finding.

Manual Check:  
$ type sysuafb.lis

Review the list of accounts.  Verify that all accounts with a Group UIC less than or equal to MAXSYSGROUP are authorized system accounts.  If any are not, then this is a Finding.

NOTE: The following account is expected to be assigned a system-level UIC.  This does not constitute a finding.

SYSTEM

	Category:
	III

	SDID/PDIKEY: VMS0104 / 3451
	Improperly defined accounts with system-level UIC

	IA Control:
	ECPA-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0105 Improperly granted system-level account privilege classes

Description: Improperly granted privilege classes can grant unintended privileges and accesses to users.  This could result in the compromise of the operating system environment, and compromise the confidentiality of customer data.
Script Results:  If any accounts are listed, then this is a Finding.

Manual Check:  

$  search/nowarn/window=(0,0)/out=fso:VMS0105.lis sysuafb.lis Devour,All,System,Objects

If any accounts with a group UIC greater than MAXSYSGROUP are listed, then this is a Finding.

	Category:
	III

	SDID/PDIKEY: VMS0105 / 3452
	Improperly granted system-level account privilege classes

	IA Control:
	ECPA-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0106 Invalid home directory device

Description: These accounts may no longer be valid or useful, and may represent a security exposure to the system.
Script Results:  If any accounts are listed, then this is a Finding.

Manual Check:  

$ type sysuafb.lis

For each account listed, note the home directory listed.  For each account, determine the device value for the home directory.  The device is the string value that precedes the “:” in the home directory value.

For each home directory device (homedev):

$  write sys$output “’’f$getdvi(“homedev”,”EXISTS”)”

If the value returned equals “FALSE”, then this is a Finding.  Note the account name and device value in the finding details.

	Category:
	III

	SDID/PDIKEY: VMS0106 / 3453
	Invalid home directory device

	IA Control:
	ECPA-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0107 Home directory device not ready

Description: The device may not be online, mounted or available.  Security checks cannot be completed.
Script Results:  If any accounts are listed, then this is a Finding.

Manual Check:  
$ type sysuafb.lis

For each account listed, note the home directory listed.  For each account, determine the device value for the home directory.  The device is the string value that precedes the “:” in the home directory value.

For each home directory device (homedev):

$  write sys$output “’’f$getdvi(“homedev”,”AVL”)”

$ sho sym y

If the value returned equals “FALSE”, then this is a Finding.  Note the account name and device value in the finding details.

	Category:
	III

	SDID/PDIKEY: VMS0107 / 3454
	Home directory device not ready

	IA Control:
	IAAC-1
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0108 System accounts with non-existing home directories

Description: Improper home directory configuration can interfere with the proper functioning of accounts.  The accounts listed do not have home directories.  This is not consistent with the system configuration.  These accounts may be inactive or DISUSERed.
Script Results:  If any accounts are listed, then this is a Finding.

Manual Check:  

$  search/nowarn/win=(0,0)/out=vms0108.lis sysuaf.lis Username:,Default:

For each account listed, if it is not followed by a record specifying a value for Default:, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0108 / 3455
	System accounts with non-existing home directories

	IA Control:
	IAAC-1
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0109 Non-conforming standard accounts

Description: Improper account ownership can prevent proper identification of assigned privileges, result in auditing difficulties, and can jeopardize overall system security.
Script Results:  If any accounts are listed, then this is a Finding.

Manual Check:  

Type or edit the SYSUAF.LIS file.  To type the file use:

$ type/page SYSUAF.LIS

Review the Authorized Privileges and Default Privileges for the following users.  If the privileges (the same for both Authorized and Default privileges) do not match the listed defaults, then this is a Finding.

User Privilege                                                 

DEFAULT:

NETMBX       TMPMBX

FIELD:   

ALLSPOOL     DIAGNOSE     GROUP        GRPNAM       LOG_IO           NETMBX       PHY_IO       PRMCEB       PRMMBX       SETPRV       TMPMBX

SYSTEST:

CMEXEC       CMKRNL       DIAGNOSE     GROUP        GRPNAM       IMPERSONATE  LOG_IO       NETMBX       PHY_IO       PRMCEB       PRMMBX       SETPRV       SYSNAM       SYSPRV       TMPMBX       VOLPRO

SYSTEST_CLIG:

CMEXEC       CMKRNL       DIAGNOSE     GROUP        GRPNAM       IMPERSONATE  LOG_IO       NETMBX       PHY_IO       PRMCEB       PRMMBX       SETPRV       SYSNAM       SYSPRV       TMPMBX       VOLPRO

	Category:
	III

	SDID/PDIKEY: VMS0109 / 3456
	Non-conforming standard accounts

	IA Control:
	ECPA-1, ECLP-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0110 Improperly defined SYSGEN parameters associated with accounts

Description: Improper configuration of account related SYSGEN parameters could result in the compromise of the operating system environment, and compromise the confidentiality of customer data.
Script Results:  If any values are listed, then this is a Finding.

Manual Check:  

$  search/nowarn/window=(0,0)/out=vms0110.lis sysgen.txt    - "LOAD_PWD","MAXSYSGROUP","RMS_FILEPROT"

If the value assigned to LOAD_PWD_POLICY is not equal to 0, then this is a Finding.

If the value assigned to MAXSYSGROUP is not equal to 7 or less, then this is a Finding.

If the value assigned to RMS_FILEPROT is not equal to 65280, then this is a Finding.

	Category:
	III

	SDID/PDIKEY: VMS0110 / 3457
	Improperly defined SYSGEN parameters associated with accounts

	IA Control:
	IAIA-1/2
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


3.7.2 File Access

VMS0201 System files accessible by non-privileged users

Description: Improper system file access could result in the compromise of the operating system environment, and compromise the confidentiality of customer data.  The files listed are accessible by non-privileged users as indicated.  This allows non-privileged users to read, execute, modify, or delete the files.  Users can gain access using an ACL granted to the user, the privilege of the user, or the UIC protection on the file.

Script Results:  If any files are listed, then this is a Finding.

Manual Check:  

$  directory/prot/nohead/notrail/output=fso:sysfileprot.lis sys$sysroot:[*...]

$  search/nowarn/window=(1,0)/out=vms0201.lis fso:sysfileprot.lis "RWE)","RWED)","RED)"

$ type/page vms0201.lis

If any files are listed except for the files listed below, then this is a Finding.

NET$LOCAL_DATABASE_NAME.DIR

PALETTES.DIR

TRASH.DIR

	Category:
	II

	SDID/PDIKEY: VMS0201 / 3461
	System files accessible by non-privileged users

	IA Control:
	ECAN-1
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0202 System files accessible by privileged users

Description: Improper system file access could result in the compromise of the operating system environment, and compromise the confidentiality of customer data.  The listed files are accessible by privileged users as indicated.  This allows privileged users to read, execute, modify, or delete the files.  Users can gain access using an ACL granted to the user, the privilege of the user, or the UIC protection on the file.
Script Results:  If any files are listed, then this is a Finding.

Manual Check:  
$  search/out=vms0202.lis/window=(1,0) fso:sysfileprot.lis -

   "RWED,RWED)","RWED,RE)","RWED,RWE)","RWE,R)","RWE,RWE)","RWE,RE)"

$ type/page vms0202.lis

If any files are listed except for the files listed below, then this is a Finding.

NET$LOCAL_DATABASE_NAME.DIR

PALETTES.DIR

TRASH.DIR

	Category:
	III

	SDID/PDIKEY: VMS0202 / 3462
	System files accessible by privileged users

	IA Control:
	ECAN-1
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


File Attributes

VMS0301 File access error

Description: The security posture of the files is undetermined.  They could present a security exposure to the system.

Script Results:  If any files are listed, then this is a Finding.

Manual Check:  
$ sear/win=(0,0) sysfileprot.lis “error”

If any files are listed, then this is a Finding.

	Category:
	III

	SDID/PDIKEY: VMS0301 / 3463
	File access error

	IA Control:
	ECAN-1
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0302 Improper system file ownership

Description: If the change was not approved by the system manager, then it signifies an unauthorized change was made to the file, and represents an area of vulnerability with regards to protection of critical files.
Script Results:  If any files are listed, then this is a Finding.

Manual Check:  
$ dir/own/notrail/nohead/out=vms0302.lis sys$sysdevice:[vms$common...]

$ type/page vms0302.lis

The owner of the file will be listed on the line following the file and is enclosed in square brackets, example:  [SYSTEM].  If any files other than MOM$SYSTEM.DIR list an owner other than [SYSTEM] or [1,1], then this is a Finding.  If MOM$SYSTEM.DIR lists an owner other than [375,376], then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0302 / 3464
	Improper system file ownership

	IA Control:
	ECAN-1
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


3.7.3 File Finds

VMS0401 Files with ACLs

Description: The integrity of system files is critical to the security and integrity of the VMS operating environment.  Improperly defined ACLs can grant unintended access to files, which could result in the compromise of the operating environment, and/or compromise the confidentiality of customer data.
Script Results:  If any files are listed, then this is a Finding.

Manual Check:  
$ type/page diskinfo.lis

For each disk device listed (example:  NODE$DRA0:) issue the following command:

$  dir/acl/nohead/notrail/out=401"+devname+".lis "+devname+":[000000...]*.*

$  sear/window=(1,0)/out=vms0401.lis 401*.lis; "("

If any files other than CDA$LIBRARY, CLOCK.DDIF, and the current temporary directory DISAFSO are listed, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0401 / 3467
	Files with ACLs

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0403 Reserved file has improper owner.

Description: From a security standpoint, this is extremely dangerous because it can render the disk unusable or the system inoperable because these files can be corrupted or deleted.
Script Results:  If any files are listed, then this is a Finding.

Manual Check:  

$  type/page diskinfo.lis

For each disk listed, replace DEVNAME with the device name:

$ dir/own/nohead/notra DEVNAME:[000000]*.sys

If any of the reserved files listed are not owned by [SYSTEM], then this is a Finding.

Repeat for all disks.

	Category:
	II

	SDID/PDIKEY: VMS0403 / 3469
	Reserved file has improper owner.

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0404 Reserved file has improper protection mask.

Description: This presents a major security concern, as other users may potentially corrupt or delete these files which could render the disk unusable or the system inoperable.
Script Results:  If any files are listed, then this is a Finding.

Manual Check:  

$  type/page diskinfo.lis

For each disk listed, replace DEVNAME with the device name:

$ dir/prot/nohead/notra DEVNAME:[000000]*.sys

If any of the reserved files do not show a protection mask of (RWED,RWED,RE,), then this is a Finding.

Repeat for all disks.

	Category:
	II

	SDID/PDIKEY: VMS0404 / 3470
	Reserved file has improper protection mask.

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0405 Reserved file has an ACL.

Description: From a security standpoint, this is extremely dangerous because it can render the disk unusable or the system inoperable because these files can be corrupted or deleted by users which have the same identifier granted to them.
Script Results:  If any files are listed, then this is a Finding.

Manual Check:  

$  type/page diskinfo.lis

For each disk listed, replace DEVNAME with the device name:

$ dir/acl/nohead/notra DEVNAME:[000000]*.sys

If any of the reserved files are listed, then this is a Finding.  Include the file with the violation in the Detail Findings.

Repeat for all disks.

	Category:
	II

	SDID/PDIKEY: VMS0405 / 3471
	Reserved file has an ACL.

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0406 Files with unbalanced protection

Description: Unbalanced file protections could result in the compromise of the operating environment, and/or compromise the confidentiality of customer data. Unbalanced means that: 1) other access is greater than group access or user access, -OR- 2) that group access is greater than user access, -OR- 3) the files UIC protection is greater than its parent directory’s protection.
Script Results:  If any files are listed, then this is a Finding.

Manual Check:  

$  type/page diskinfo.lis

For each disk listed, replace DEVNAME with the device name:

$ dir/prot/nohead/notra/page DEVNAME:[*…]

If any files listed show a protection value with lower-level protection privileges greater than any higher level protections, then this is a Finding.  Include the file with the violation in the Detail Findings.

An example of an unbalanced protection mask is (RWE, RWED, RE, RE) or (RWED, RWED, RE,RWED).

Repeat for all disks.

	Category:
	III

	SDID/PDIKEY: VMS0406 / 3472
	Files with unbalanced protection

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0410 Files with undefined owners

Description: This may indicate that a user who has been removed from the authorized user database still has files left on the system.
Script Results:  If any files are listed, then this is a Finding.

Manual Check:  

$  type/page sysuafb.lis

Note all usernames. You will need these to be able to review these after they are no longer visible on the screen.

For each user listed, replace DEVNAME with the home directory name for the user:

$ dir/own/nohead/notra/page DEVNAME:[*…]

If any files listed show an owner value other than [1,1] or [375,376] that is not included in the list of users, then this is a Finding.  Include the file with the violation in the Detail Findings.

Repeat for all disks.

	Category:
	III

	SDID/PDIKEY: VMS0410 / 3476
	Files with undefined owners

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0411 Improperly defined file WORLD access

Description: Caution should be exercised in granting WORLD write and delete access to these files since those accesses allow any user to modify and/or delete them.

Script Results:  If any files are listed, then this is a Finding.

Manual Check:  

$  type/page diskinfo.lis

For each disk listed, replace DEVNAME with the device name:

$ dir/prot/nohead/notra/page DEVNAME:[*…]

If any files listed show a WORLD protection value of RWED, then this is a Finding.  Include the file with the violation in the Detail Findings.  The WORLD protection value is the last value listed in the protection mask.

Repeat for all disks.

NOTE:  Many system files have WORLD protection set to RWE or more restrictive. Therefore, at this time, this check does not report WORLD protection of RWE or more restrictive as a Finding.

	Category:
	III

	SDID/PDIKEY: VMS0411 / 3477
	Improperly defined file WORLD access

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0412 Improperly defined file GROUP access

Description: While not necessarily a security risk, caution should be exercised in granting GROUP write and delete access to these files since those accesses allow any member of the group to modify and/or delete them.
Script Results:  If any files are listed, then this is a Finding.

Manual Check:  

$  type/page diskinfo.lis

For each disk listed, replace DEVNAME with the device name:

$ dir/prot/nohead/notra/page DEVNAME:[*…]

If any files listed show a GROUP protection value of RWED, then this is a Finding.  Include the file with the violation in the Detail Findings.  The GROUP protection value is the second-to-last value listed in the protection mask.

Repeat for all disks.

NOTE:  Many system files have GROPU protection set to RWE or more restrictive. Therefore, at this time, this check does not report WORLD protection of RWE or more restrictive as a Finding.

	Category:
	III

	SDID/PDIKEY: VMS0412 / 3478
	Improperly defined file GROUP access

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


3.7.4 Login Parameters

VMS0501 DISCTLY flag not set

Description: Not having the DISCTLY flag not set allows these accounts to prematurely abort the system login sequence.  This may prevent certain procedures from being executed during login which may be required for this site.
Script Results:  If any accounts are listed, then confirm with the SA that these accounts are authorized to break out of the login procedure.  If any are not so authorized, then this is a Finding.

Manual Check:  

$ search/nowarn/window=(0,0  sysuaf.lis "Username:","Flags:"

For any accounts listed that do not have the value DISCTLY listed as an item in the Flags: list, then confirm with the SA that the account is authorized to break out of the login procedure.  If it is not, then this is a Finding.

	Category:
	III

	SDID/PDIKEY: VMS0501 / 3479
	DISCTLY flag not set

	IA Control:
	ECLP-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0502 DEFCLI flag not set

Description: This allows these accounts to change the default Command Language Interpreter (CLI ) or CLI tables which may have undesirable consequences.  It may also allow these accounts to avert any security monitoring during use.
Script Results:  If any accounts are listed, then this is a Finding.

Manual Check:  

$ search/nowarn/window=(0,0  sysuaf.lis "Username:","Flags:"

For any accounts listed that do not have the value DEFCLI listed as an item in the Flags: list, then this is a Finding.

	Category:
	III

	SDID/PDIKEY: VMS0502 / 3480
	DEFCLI flag not set

	IA Control:
	ECLP-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0503 Captive account is suspect.

Description: A captive account rarely requires elevated privileges, nor should it be assigned a system level UIC.  In addition, it is recommended that a user of a captive account not be allowed to change the password for that account -- The LOCKPWD flag should be set.
Script Results:  If any accounts are listed, then this is a Finding.

Manual Check:  

$  search/nowarn/window=(0,0) Username:,UIC:,Captive

For each account listed that has CAPTIVE listed in the login flags that does not also have LOCKPWD listed in the login flags, this is a Finding.  If any account has the CAPTIVE login flag and is a system-level account (GROUP UIC value less than or equal to MAXSYSGROUP), then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0503 / 3481
	Captive account is suspect.

	IA Control:
	ECLP-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0504 Restricted account is suspect.

Description: A restricted account rarely requires elevated privileges, nor should it be assigned a system level UIC.  In addition, its PRCLM quota should be set to zero in order to prevent such a user to spawn out of the restricted environment.
Script Results:  If any accounts are listed, then this is a Finding.

Manual Check:  

$  search/nowarn/window=(0,0) sysuaf.lis “Username:","UIC:","Restricted","Prclm:"

For each account listed with a Login Flags record, if the PRCLM is not set to 0 and/or the UIC group is less than MAXSYSGROUP (a system account), then this is a Finding.  

	Category:
	II

	SDID/PDIKEY: VMS0504 / 3482
	Restricted account is suspect.

	IA Control:
	ECLP-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0506 Unused accounts
Description: Unused accounts can present opportunities to penetrate the system.  These accounts have never been utilized on the system.  This implies that these accounts are inactive and, therefore, may be unnecessary.  They also present a potential security risk in that unauthorized users may attempt to gain access to the system using these accounts.
Script Results:  If any accounts are listed, then this is a Finding.

Manual Check:  

$  search/nowarn/window=(0,0)/out=VMS0506.lis sysuaf.lis "Username:","Flags:","Last Login:"

If any accounts are listed that show (none) for last interactive and non-interactive login and do not show Disuser in the login flags, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0506 / 3484
	Unused accounts

	IA Control:
	IAAC-1
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0507 Stale accounts
Description: Stale accounts can present opportunities to penetrate the system.   These may be stale accounts which are no longer needed.  They may also be utilized as a means to gain unauthorized access to the system.
Script Results:  If any accounts are listed, then this is a Finding.

Manual Check:  

$  search/nowarn/window=(0,0) sysuaf.lis "Username:","Flags:","Last Login:"

If any accounts are listed that show a last login date before the current date minus 90 days and that do not have Disuser in the login flag list, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0507 / 3485
	Stale accounts

	IA Control:
	IAAC-1
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0508 Disabled accounts
Description: Improperly defined and maintained user accounts presents opportunities to penetrate the system, thus giving an unauthorized user access to the system resources.
Script Results:  If any accounts are listed, then confirm with the SA that these accounts are still required on the system.

Manual Check:  

$  search/nowarn/window=(0,0) sysuaf.lis "Username:","DisUser"

For any accounts listed with Disuser included in the Login Flags, then confirm with the SA that the accounts are still required on the system.

	Category:
	III

	SDID/PDIKEY: VMS0508 / 3486
	Disabled accounts

	IA Control:
	IAAC-1
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0509 Expired accounts
Description: Improperly defined and maintained user accounts present opportunities to penetrate the system, thus giving an unauthorized user access to the system resources.
Script Results:  If any accounts are listed, then this is a Finding.

Manual Check:  

$  search/nowarn/window=(0,0) sysuaf.lis "Username:","Expiration"

For each account listed that has an expiration date earlier than the date of the review, then this is a Finding.

	Category:
	III

	SDID/PDIKEY: VMS0509 / 3487
	Expired accounts

	IA Control:
	IAAC-1
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0510 Login SYSGEN parameters
Description: Login related SYGEN parameters define and enforce the login policies of the site.  Improperly defined Login related SYSGEN parameters can result in the compromise of the operating system environment, and compromise the confidentiality of customer data.
Script Results:  If any violations are returned, then this is a Finding.

Manual Check:  

$  search/nowarn/window=(0,0) sysgen.txt "LGI_"

If any of the parameters do not meet the value criteria listed below, then this is a Finding.

LGI_BRK_TERM    = 0

LGI_BRK_DISUSER <>0

LGI_PWD_TMO   <=30

LGI_RETRY_LIM <=3

LGI_RETRY_TMO >=10

LGI_BRK_LIM   <=3

LGI_BRK_TMO <=300

LGI_HID_TIM   <=10

LGI_CALLOUTS = 0

	Category:
	II

	SDID/PDIKEY: VMS0510 / 3488
	Login SYSGEN parameters

	IA Control:
	ECLO-1/2
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


3.7.5 Network Integrity

VMS0601 Network proxies containing wild cards in the node name

Description: Improper definition of the network can present opportunities to penetrate the system.  This is a serious security vulnerability since it allows access from nodes not currently added to the network.
Script Results:  If any proxies are listed, then this is a Finding.

Manual Check:  

$  search/nowarn/window=(0,0) netproxy.lis "::*"

If any proxies are listed, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0601 / 3490
	Network proxies containing wild cards in the node name

	IA Control:
	IAIA-1/2
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0602 Network proxies with unrecognized username

Description: Improper definition of the network can present opportunities to penetrate the system.  This inconsistency indicates either a potential denial of service attack, or a potential for unintended access given to a future user.
Script Results:  If any proxies are listed, then this is a Finding.

Manual Check:  

$ type/page netproxy.lis

$ type/page sysuafb.lis

Compare the proxy owner names with the valid users listed in sysuafb.lis.  For any proxy that displays an owner name not listed in sysuafb.lis, this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0602 / 3491
	Network proxies with unrecognized username

	IA Control:
	IAIA-1/2
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0603 Network proxy for privileged users

Description: This is a serious vulnerability because it allows privileged operations to occur remotely without the user even logging in.
Script Results:  If any proxies are listed, then this is a Finding.

Manual Check:  

$ type/page netproxy.lis

$ type/page sysuafb.lis

Compare the proxy owner names with the valid users listed in sysuafb.lis.  For any proxy that displays an owner listed in sysuafb.lis with a GROUP UIC less than or equal to MAXSYSGROUP, this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0603 / 3492
	Network proxy for privileged users

	IA Control:
	IAIA-1/2/ECPA-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0604 Network object with unrecognized username

Description: This inconsistency indicates either a potential denial of service attack, or a potential for unintended enabling of the object in the future.
The local username associated with the listed network objects was not found in the system user authorization VMS - OpenVMS (SYSUAF):

Script Results:  If any network objects are listed, then this is a Finding.

Manual Check:  

$ type/page netobjs.lis

$ type/page sysuafb.lis

Compare the object owner names with the valid users listed in sysuafb.lis.  For any object listed that displays an owner not listed in sysuafb.lis, this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0604 / 3493
	Network object with unrecognized username

	IA Control:
	IAIA-1/2
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0605 Privileged network object

Description: This is a serious vulnerability because it allows privileged operations to occur remotely without the user even logging in.
Script Results:  If any network objects are listed, then this is a Finding

Manual Check:  

$ type/page netobjs.lis

$ type/page sysuafb.lis

Compare the object owner names with the valid users listed in sysuafb.lis.  For any object that displays an owner name listed in sysuafb.lis with a GROUP UIC greater than MAXSYSGROUP,  this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0605 / 3494
	Privileged network object

	IA Control:
	IAIA-1/2/ECPA-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0606 Network object executable does not exist.

Description: Network object executable does not exist. This prevents the network object from being used.

Script Results:  If any network objects are listed, then this is a Finding.

Manual Check:  

$ type/page netobjs.lis

For each network object listed, use the following command to determine if the executable exists.  Replace OBJEXE with the executable name for the object.

$dir OBJEXE

If the command returns file not found, then this is a Finding.

	Category:
	III

	SDID/PDIKEY: VMS0606 / 3495
	Network object executable does not exist.

	IA Control:
	DCSL-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0607 TASK object exists.

Description: This network object allows remote users to execute remotely any command procedure they specify, subject to normal access restrictions.  It is more secure to require all procedures that may be remotely executed to be previously defined in the network object database by eliminating this object.
Script Results:  If this check reports that the TASK object exists, then this is a Finding.

Manual Check:  

$ Sear/win=(0,0) netobjs.lis “Object = TASK”

If a record is returned, then this is a Finding.

	Category:
	III

	SDID/PDIKEY: VMS0607 / 3496
	TASK object exists.

	IA Control:
	DCSL-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


3.7.6 Object Integrity

VMS0701 Bad system identifier value

Description: The OpenVMS system predefines fixed values for all system identifiers.  If the system identifier values are changed it implies unnecessary tampering with system resources.
Script Results:  If any system identifiers are listed, then this is a Finding.

Manual Check:  

$  search/nowarn identifiers.lis -

   "batch","dialup","interactive","local","network","remote"

If any of the system identifiers listed below do NOT have the identifier values listed beside them, then this is a Finding.

Identifier
Value

BATCH
%X80000001

DIALUP
%X80000002

INTERACTIVE %X80000003

LOCAL
%X80000004

NETWORK
%X80000005

REMOTE
%X80000006

	Category:
	II

	SDID/PDIKEY: VMS0701 / 3497
	Bad system identifier value

	IA Control:
	IAIA-1/2 / ECPA-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0702 Ungranted identifiers

Description: If a user is granted one of these identifiers, it may provide the user with sufficient privileges to tamper with unauthorized resources on the system (e.g., critical files, directories, etc.).
Script Results:  If any identifiers are listed, then this is a Finding.

Manual Check:  

$ type/page identifiers.lis

If any identifiers are listed that do not have holders listed beneath them and are:

· not UIC identifiers (contained between “[“ and “]”),

· not named: 

BATCH DIALUP INTERACTIVE LOCAL REMOTE NETWORK DECWINDOWS,

AND

· Do not have names that begin with:  NET$ SYS$ SECSRV$ VMS$,

then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0702 / 3498
	Ungranted identifiers

	IA Control:
	ECLP-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0703 Bad owner for system logical name table
Description: This may allow vulnerabilities to exist in these tables making them susceptible to unwanted changes.  The owner of a table can freely add, modify, and delete entries in the table.
Script Results:  If a bad owner is reported, then this is a Finding.  If the OS version is earlier than 7.1, then this check is NA.

Manual Check:  

If the OS version is earlier than 7.1, then this check is NA.

$  show security LNM$SYSTEM_TABLE/class=LOGICAL_NAME_TABLE

If the owner listed is not [SYSTEM], then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0703 / 3499
	Bad owner for system logical name table

	IA Control:
	ECLP-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0704 Increased WORLD privilege for system logical name table
Description: This allows any user to potentially change these system tables by removing or adding elements to them.  Such actions may allow a user to circumvent certain system security measures or override safeguards.
Script Results:  If bad protection is reported, then this is a Finding. If the OS version is earlier than 7.1, then this check is NA.

Manual Check:  

If the OS version is earlier than 7.1, then this check is NA.

$  show security LNM$SYSTEM_TABLE/class=LOGICAL_NAME_TABLE

If the protection mask listed shows any protection value for world other than WORLD: R, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0704 / 3500
	Increased WORLD privilege for system logical name table

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0705 Increased group privilege for system logical name table

Description: This allows any member of the owners group to potentially change these system tables by removing or adding elements to them.  Such actions may allow a user to circumvent certain system security measures or override safeguards.
Script Results:  If bad protection is reported, then this is a Finding. If the OS version is earlier than 7.1, then this check is NA.

Manual Check:  

If the OS version is earlier than 7.1, then this check is NA.

$  show security LNM$SYSTEM_TABLE/class=LOGICAL_NAME_TABLE

If the protection mask listed shows any protection value for group other than GROUP: R, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0705 / 3501
	Increased group privilege for system logical name table

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0706 System logical name table has ACL.
Description: This may allow unauthorized access to users which have the associated identifiers granted to them.
Script Results:  If the system logical protection is reported, then this is a Finding. If the OS version is earlier than 7.1, then this check is NA.

Manual Check:  

If the OS version is earlier than 7.1, then this check is NA.

$  show security LNM$SYSTEM_TABLE/class=LOGICAL_NAME_TABLE

If the protection listed shows any value for ACL other than <empty>, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0706 / 3502
	System logical name table has ACL.

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0707 System disk has bad owner.

Description: This could result in unauthorized access to the operating system files, and compromise system integrity.
Script Results:  If the system disk and owner is listed, then this is a Finding.

Manual Check:  

$  sho dev/full SYS$DISK

If the system disk (SYS$SYSDEVICE) is not owned by [SYSTEM] or [1,1]), then this is a Finding.

	Category:
	I

	SDID/PDIKEY: VMS0707 / 3503
	System disk has bad owner.

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0708 Disk has undefined owner.

Description: A system shared disk should typically be owned by the SYSTEM account.  A privately mounted disk should be owned by a valid user in the SYSUAF.
Script Results:  If any disk is listed, then this is a Finding.

Manual Check:  

$ show device d/full

For each Owner UIC listed, verify that the UIC exists in sysuafb.lis.  If any do not, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0708 / 3504
	Disk has undefined owner.

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0709 Disk has bad protection.

Description: Incorrect disk protection can yield undesirable access of sensitive data or files to unauthorized users.
Script Results:  If any disks are listed, then this is a Finding.

Manual Check:  

$ sho dev d/full

If any disks show a Device protection mask of other than S:RWPL,O:RWPL,G:R,W, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0709 / 3505
	Disk has bad protection.

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0710 Highwater marking disabled.

Description: Highwater marking is a feature of OpenVMS which protects users from reading files beyond what was written to them.  This also is termed disk scavenging.
Script Results:  If any disks are listed, then this is a Finding.

Manual Check:  

$ sho dev d/full/mou

If any of the listed disks do not display “high-water marking” in the Volume status list, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0710 / 3506
	Highwater marking disabled.

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0711 Erase-on-delete disabled.

Description: This feature writes a pattern over the disk space occupied by a file when the file is deleted.  This prevents users from scavenging old data from the disk which might otherwise be considered reserved only for authorized users.

Script Results:  If any disks are listed, then this is a Finding.

Manual Check:  

$ sho dev d/full/mou

If any of the listed disks do not display “erase on delete” in the Volume status list, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0711 / 3507
	Erase-on-delete disabled.

	IA Control:
	ECRC-1
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0712 System volume has bad owner.

Description: This allows the owner full access to the volume, which can present a security risk.
Script Results:  If any disk is listed, then this is a Finding.

Manual Check:  

$ sho dev/full sys$sysdevice

If the system disk (SYS$SYSDEVICE) has a volume owner that is not [SYSTEM] or [1,1], then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0712 / 3508
	System volume has bad owner.

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0713 Volume has undefined owner.

Description: Owners of a volume should be defined in the SYSUAF.  This could present a security problem, if a user has privileges to define the owner into the SYSUAF and then login to that account.  This would permit the user full privileges on the volume.
Script Results:  If any disks are listed, then this is a Finding.

Manual Check:  

$ sho dev d/mou/full

If any disks are listed with “Volume owner UIC” that is not listed in sysuafb.lis, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0713 / 3509
	Volume has undefined owner.

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0714 Disk volume has bad protection.

Description: Incorrect volume protections can prevent users from accessing the disks.  By default, all users should be granted RWCD access to the volume.
Script Results: If any disk is listed, then this is a Finding.

Manual Check:  

$ sho dev d/full/mou

If any disks are listed with a “Vol Prot”  with world access other than W: RWCD, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0714 / 3510
	Disk volume has bad protection.

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


3.7.7 Password Strength

VMS0801 Accounts with no password

Description: This condition allows immediate access to the system to anyone accessing these accounts.  In addition, if any of these accounts is a privileged account then the system is vulnerable to intentional or unintentional tampering with critical system resources.
Script Results: If any accounts are listed, then this is a Finding.  If all accounts listed show that they ARE disabled, then this finding may be downgraded to Category II.

Manual Check:  

$  search/nowarn/out=VMS0801.lis sysuaf.lis "Username:","Pwdminimum",Flags

If any accounts are returned that show a PWDMINIMUM equal to 0, then this is a Finding. 

If all accounts listed with PWDMINIMUM equal to 0 have Disuser listed in the Flags list, then this Finding may be downgraded to Category II.

	Category:
	I

	SDID/PDIKEY: VMS0801 / 3511
	Accounts with no password

	IA Control:
	IAIA-1/ 2 
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0802 Accounts with disabled password dictionary
Description: Improper password definition and/or use, such as the use of predictable and easily guessed passwords, can present opportunities to penetrate the system.  The listed accounts have the DISPWDDIC flag set in their UAF record.  This prevents the system from screening use of a new password against a system dictionary when the user changes the password for the account.  This allows the same password to be used repetitively for the account which increases the risk of an unauthorized user guessing the password and thus gaining access to the system.
Script Results: If any accounts are listed, then this is a Finding.

Manual Check:  

$  search/nowarn sysuaf.lis "Username:","DISPWDDIC"

If any accounts are listed that are followed by the Flags list with DISPWDDIC included, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0802 / 3512
	Accounts with disabled password dictionary

	IA Control:
	IAIA-1/2
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0803 Accounts with disabled password history
Description: Improper password definition and/or use, such as failure to change passwords on a regular basis, can present opportunities to penetrate the system.  The listed accounts have the DISPWDHIS flag set in their UAF record.  This prevents the system from verifying previous use of a new password when a user changes the password for the account.  This allows the same password to be used repetitively for the account, which increases the risk of an unauthorized user guessing the password and thus gaining access to the system.
Script Results: If any accounts are listed, then this is a Finding.

Manual Check:  

$  search/nowarn sysuaf.lis "Username:"," DISPWDHIS "

If any accounts are listed that are followed by the Flags list with DISPWDHIS included, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0803 / 3513
	Accounts with disabled password history

	IA Control:
	IAIA-1/2
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0804 Password length infraction

Description: Improper password definition and/or use, such as inadequate password length and complexity, can present opportunities to penetrate the system.  The listed accounts have an improperly set PWDMINIMUM value, which allows them to use passwords with lengths which are less than the DISA standard of 8 characters.  This increases the risk that the passwords for these accounts may be guessed thus allowing potential unauthorized access to the system.
Script Results: If any accounts are listed, then this is a Finding.

Manual Check:  

$  search/nowarn sysuaf.lis "Username:"," PWDMINIMUM"

If any accounts are listed that are followed by a record that shows a PWDMINIMUM less than 8, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0804 / 3514
	Password length infraction

	IA Control:
	IAIA-1/2
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS0805 Password lifetime infraction

Description: Improper password definition and/or use, such as failure to change passwords on a regular basis, can present opportunities to penetrate the system.  An account with no password lifetime restriction may retain its password indefinitely.  This renders the account vulnerable to unauthorized access if its password is discovered by unauthorized users of that account.  Those accounts with a password lifetime greater than the maximum specified may also be rendered vulnerable since they are not forced to change their password within 90 days.
Script Results: If any accounts are listed, then this is a Finding.

Manual Check:  

$  search/nowarn sysuaf.lis "Username:","PWDLIFETIME"

If any accounts are listed that are followed by a record that displays a PWDLIFETIME greater than 90 or equal to “(none)”, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0805 / 3515
	Password lifetime infraction

	IA Control:
	IAIA-1/2
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


3.7.8 Startup Files

VMS0901 Files accessible by non-privileged users
Description: The integrity of VMS startup files is critical to the security and integrity of the operating environment.  Improper access to startup files can allow unauthorized users to modify their own or another user’s execution environment.
Script Results:  If any files are listed, then this is a Finding.

Manual Check:  

$  dir/prot/notrail/nohead/out=protstarts.lis sys$startup:*.*

$  search/nowarn/window=(1,0)/nowarn protstarts.lis ",R)",",RWE)",",RWED)"

If any files are returned, then this is a Finding. 

	Category:
	II

	SDID/PDIKEY: VMS0901 / 3517
	Files accessible by non-privileged users

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0902 Embedded command procedure not found.
Description: During checking of the listed files for non-privileged access, either:  1) An attempt to open the files to check for other called procedures resulted in an open failure,  -OR- 2) The listed command procedures reference other command procedures which were not found.  If a file was required and deleted, a user could create a file with the same name.  This file then would run with privileged access allowing a user to gain unauthorized system access.
Script Results: If any files are listed, then this is a Finding.

Manual Check:  

$  search/nowarn/win=(0,0)/out=startprocs.lis -

     sys$system:startup.com;,sys$manager:systartup_*.com "@"

For each command procedure listed, do the following replacing FILENAME with the name of the command procedure to test:

$  write sys$output "''f$exist( f$parse(FILENAME,"SYS$STARTUP:command.com;") )"

If  “FALSE” is returned, then the file does not exist and this is a Finding.

	Category:
	III

	SDID/PDIKEY: VMS0902 / 3518
	Embedded command procedure not found.

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS0903 Startup file not found.
Description: This indicates either a system configuration inconsistency or an inconsistency in the review criteria.
Script Results:  If any file is listed as not being found, then this is a Finding.

Manual Check:  

$  write sys$output "''f$exist( f$parse(FILENAME," sys$system:startup.com;") )"

For VMS version 5 only:

  $  write sys$output " ''f$exist( f$parse(FILENAME," sys$manager:systartup_v5.com") )"

For VMS version 6 and later only:

  $  write sys$output "''f$exist( f$parse(FILENAME," sys$manager:systartup_vms.com") )"

For Alpha platform only:

  $ write sys$output "''f$exist( f$parse(FILENAME," sys$system:alphavmssys.par") )"

For VAX platform only:

  $ write sys$output " 'f$exist( f$parse(FILENAME," sys$system:vaxvmssys.par") )"

If any of these command returns a value of “FALSE”, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS0903 / 3519
	Startup file not found.

	IA Control:
	DCSL-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


3.7.9 Auditing

VMS1001 Accounting is disabled.
Description: This prevents accounting history from being recorded.
Script Results: If accounting is reported as disabled, then this is a Finding.

Manual Check:  

$ show accounting

If accounting is reported as not currently enabled, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1001 / 3520
	Accounting is disabled.

	IA Control:
	ECAT-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1002 Accounting disabled for required event or process.
Description: The related processes and events are not being recorded.  If system level access is not recorded, there is no way to track if an attack is being made to gain unauthorized access to the system
Script Results:  If any events are reported as not being enabled, then this is a Finding.

Manual Check:  

$ show accounting

If LOGIN_FAILURE is not listed in the list of enabled activities, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1002 / 3521
	Accounting disabled for required event or process.

	IA Control:
	ECAT-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1003 Security alarms are disabled.
Description: Security evasion events are not being monitored.
Script Results:  If security is reported as disabled, then this is a Finding.

Manual Check:  

$ show audit/alarms

If alarms are reported as currently disabled, then this is a Finding.

	Category:
	I

	SDID/PDIKEY: VMS1003 / 3522
	Security alarms are disabled.

	IA Control:
	ECAT-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1004 Security alarm monitoring incomplete
Description: Some security alarms are not being reported.
Script Results: If any alarms are reported as not being enabled, then this is a Finding.

Manual Check:  

$ show audit/alarms

If Breakin and ACL are not both listed in the list of enabled alarms, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1004 / 3523
	Security alarm monitoring incomplete

	IA Control:
	ECAR-1/2/3
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1006 Security audits disabled.
Description: Security alarms are not being reported.  Security infractions are not being recorded.
Script Results:  If auditing is reported as disabled, then this is a Finding.

Manual Check:  

$ show audit/audit

If the result reports that auditing is disabled, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1006 / 3525
	Security audits disabled.

	IA Control:
	ECAT-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1007 Security audit monitoring incomplete.
Description: Some security infractions are not being recorded.
Script Results:  If any events are reported as not enabled, then this is a Finding.

Manual Check:  

$ show audit/audit

If the following audit events with the values indicated are not included in the enabled list, then this is a Finding.

ACL

Authorization

Breakin  = dialup,local,remote,network,detached,server

Logfailure = batch,dialup,local,remote,network,subprocess,detached,server

	Category:
	II

	SDID/PDIKEY: VMS1007 / 3526
	Security audit monitoring incomplete.

	IA Control:
	ECAR-1/2/3
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


3.7.10 System Mail

VMS1101 Using forwarding mail address

Description: Many, or all, of their mail files may reside on a different system.  This prevents analysis of the mail files associated with these users.
Script Results:  If any users are listed, then this is a Finding.

Manual Check:  

$ mail

MAIL> show forward/user=*

MAIL>exit

$

If any users are listed with a forward address from the show command above, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1101 / 3528
	Using forwarding mail address

	IA Control:
	DCBP-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1102 User mail file has improper protections.
Description: A users mail file should limit access to the SYSTEM and OWNER (typically RW for SYSTEM and OWNER and no access for GROUP and WORLD).  The listed files should have their protection changed to (RW,RW,,).
Script Results:  If any files are listed, then this is a Finding.

Manual Check:  

NOTE: this check assumes the user mail files exist in each user’s default login directory.

$  search/nowarn/window=(0,0)/out=VMS01102.lis sysuaf.lis Username:,UIC:,Default:

$ type vms01102.lis

For each user, note the Default login directory and use this value to replace DIRNAME in the command below:

$ dir/prot DIRNAME:mail.mai

If the file protection listed is not equal to (RW,RW,,), then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1102 / 3529
	User mail file has improper protections.

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1103 User mail file has different owner.

Description: A user’s mail file should only be owned by that user.  The owner of a file has full access to the file including read, write and delete privileges on that file.  These files should be changed to specify the proper owner.
Script Results:  If any files are listed, then this is a Finding.

Manual Check:  

NOTE: this check assumes the user mail files exist on the users default login directory.

$  search/nowarn/window=(0,0)/out=VMS01102.lis sysuaf.lis Username:,UIC:,Default:

$ type vms01102.lis

For each user, note the Default login directory and use this value to replace DIRNAME in the command below:

$ dir/own DIRNAME:mail.mai

If the file owner is not equal to the user’s UIC, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1103 / 3530
	User mail file has different owner.

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1104 Unavailable or incomplete system MAIL object information

Description: During review of the system MAIL object, either 1) The attempt to gather information on the systems MAIL object was unsuccessful.  This implies that there is no MAIL object available on the system, thus prohibiting the use of VMS MAIL.  -OR- 2) The information collected on the system MAIL object is incomplete.  This implies that the object is not correctly configured or that the last system upgrade (for openVMS) may have been incomplete.

Script Results:  If mail is not in use on this system, then this check is NA.  If the mail object is reported as not found or incomplete, then this is a Finding.

Manual Check:  

$  mcr ncp show object mail

If mail is not in use on this system, then this check is NA.  If the result returns an error or error report for the object, then this is a Finding.

	Category:
	III

	SDID/PDIKEY: VMS1104 / 3531
	Unavailable or incomplete system MAIL object information

	IA Control:
	DCSL-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1105 System mail object account not found.

Description: This prohibits mail transmissions across the network.
Script Results:  If mail is not in use on this system, then this check is NA.  If this check reports the mail object is not found, then this is a Finding.

Manual Check:  

$  sear/win=(0,0) sysuafb.lis “MAIL$SERVER”

(Replace MAIL$SERVER with the user name of the mail object as reported by the MCF command in VMS1104 if it is other than MAIL$SERVER.)

If no record is returned, then the account by that name does not exist and this is a Finding.

	Category:
	IV

	SDID/PDIKEY: VMS1105 / 3532
	System mail object account not found.

	IA Control:
	DCSL-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1106 System mail object account is not RESTRICTED.

Description: Not having this flag set allows the account unrestricted access, which is both unnecessary and undesirable.  The RESTRICTED flag should be set on this account.

Script Results:  If this check reports the mail object is not restricted, then this is a Finding.

Manual Check:  

$  sear/win=(0,5) sysuaf.lis “Username: MAIL$SERVER”

(Replace MAIL$SERVER with the user name of the mail object as reported by the MCF command in VMS1104 if it is other than MAIL$SERVER.)

If the Flags list for the mail account does not include RESTRICTED, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1106 / 3533
	System mail object account is not RESTRICTED.

	IA Control:
	PRNK-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1107 System mail object account has privileged UIC.

Description: This can permit someone to exploit the privileges of this account, and presents a risk to the systems overall security.  This account should have its UIC changed to a non-privileged value, i.e.  one whose group number is greater than that specified in the SYSGEN parameter MAXSYSGROUP.
Script Results:  If this check reports the mail object is not found, then this is a Finding.

Manual Check:  

$  sear/win=(0,0) sysuafb.lis “MAIL$SERVER”

(Replace MAIL$SERVER with the user name of the mail object as reported by the MCF command in VMS1104 if it is other than MAIL$SERVER.)

If the UIC for the mail account has a UIC group value less than or equal to MAXSYSGROUP, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1107 / 3534
	System mail object account has privileged UIC.

	IA Control:
	ECPA-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1108 System mail object account is disabled.

Description: This effectively disables this account for any use.  This condition inhibits mail transmission across the network.
Script Results:  If this check reports the mail object is disabled, then this is a Finding unless the SA confirms that mail is not in use.

Manual Check:  

$  sear/win=(0,0) sysuaf.lis “Username: MAIL$SERVER”

(Replace MAIL$SERVER with the user name of the mail object as reported by the MCF command in VMS1104 if it is other than MAIL$SERVER.)

If mail is not in use on this system, then this check is NA.  If the Flags list for the mail account includes Disuser, then this is a Finding.

	Category:
	IV

	SDID/PDIKEY: VMS1108 / 3535
	System mail object account is disabled.

	IA Control:
	PRNK-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1109 System mail object account has no password.

Description: This account should be assigned a password.  Not having a password on this account may grant access to the system via this account from outside processes, which could exploit this vulnerability.
Script Results:  If mail account is reported as maybe having not password set, then this is a Finding.  (The check is for allowance of a password length of 0.)  If the account is reported as disabled (see check VMS1108, then downgrade this finding to a Category II.

Manual Check:  

 $ sear/win=(0,15) sysuaf.lis “Username: MAIL$SERVER”

If the MAIL$SERVER account lists a PWDMINIMUM of 0, then this is a Finding.  If the account is disabled, then downgrade this finding to a Category II.

	Category:
	I

	SDID/PDIKEY: VMS1109 / 3536
	System mail object account has no password.

	IA Control:
	IAIA-1/2
	Level: Gold   MAC-Conf: 1-CS,2-CS,3-CS


VMS1110 System mail object account has no NETWORK access.

Description: This prohibits mail transmissions across the network.
Script Results: If the mail account is reported as not having network access, then this is a Finding.

Manual Check:  

$ sear/win=(0,35) sysuaf.lis “MAIL$SERVER”

If mail is not in use on this system, then this check is NA.  If the network access is not listed with values ##### Full access ######  for both primary and secondary days, then this is a Finding.

	Category:
	IV

	SDID/PDIKEY: VMS1110 / 3537
	System mail object account has no NETWORK access.

	IA Control:
	ECLP-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1111 System mail object account has inappropriate access.

Description: The mail object account has 1) BATCH, 2) REMOTE, 3) DIALUP, and/or 4) LOCAL access enabled.  This permits respective logins to the system:  1) from batch jobs submitted by other users which can specify this account as the user; 2) by a user from a remote node; 3) utilizing a modem; 4) by a local user.  This account should have these accesses disabled.
Script Results:  If any access is listed, then this is a Finding.

Manual Check:  

$ sear/win=(0,35) sysuaf.lis “MAIL$SERVER”

If the batch, remote, and dialup accesses are not all listed with values ----- No access ----- for both primary and secondary days, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1111 / 3538
	System mail object account has inappropriate access.

	IA Control:
	ECPA-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1112 System mail object account lacks minimum privileges.

Description: This account requires TMPMBX and NETMBX privileges in order to function.  Lack of these privileges can impede mail transmissions.
Script Results: If mail is not in use on this system, then this check is NA.  If a violation is reported, then this is a Finding.

Manual Check:  

$ sear/win=(0,35) sysuaf.lis “MAIL$SERVER”

If mail is not in use on this system, then this check is NA.  If both Authorized Privileges and Default Privileges do not include “NETMBX TMPMBX”, then this is a Finding.

	Category:
	IV

	SDID/PDIKEY: VMS1112 / 3539
	System mail object account lacks minimum privileges.

	IA Control:
	ECPA-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1113 System mail object account has excessive privileges.

Description: If the account contains other weaknesses (such as an ability to access the system and its resources via this account) then these extra privileges may allow malicious use of this account to gain unauthorized access to system objects. This account requires only TMPMBX and NETMBX privileges to function properly.
Script Results: If a violation is reported, then this is a Finding.
Manual Check:  

$ sear/win=(0,35) sysuaf.lis “MAIL$SERVER”

If either Authorized Privileges or Default Privileges include any privileges other than “NETMBX TMPMBX”, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1113 / 3540
	System mail object account has excessive privileges.

	IA Control:
	ECLP-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1114 System mail profile has incorrect owner.

Description: This may allow this file to be corrupted or deleted by an unauthorized user.

Script Results:  If script reports an owner other than [SYSTEM] is the owner, then this is a Finding.

Manual Check:  

$ dir/own sys$system:vmsmail_profile.data

If the owner listed is other than [SYSTEM], then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1114 / 3541
	System mail profile has incorrect owner.

	IA Control:
	ECPA-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1115 System mail profile has incorrect file protections.

Description: This may allow this file to be corrupted or deleted by unauthorized users.
Script Results: If incorrect protection is reported, then this is a Finding.

Manual Check:  

$  dir/prot/nohead/notrail sys$system:vmsmail_profile.data

If the protection listed is other than (RWE,RWE,,), then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1115 / 3542
	System mail profile has incorrect file protections.

	IA Control:
	ECCD-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1116 Mail object file not found.

Description: This will prevent the mail system from functioning.  It also may indicate tampering with the operational environment.
Script Results: If mail is not in use on this system, then this check is NA.  If the mail file is reported as not found, then this is a Finding.

Manual Check:  

$  mcr ncp show object mail

Replace the value for the Program name as listed above for PGMNAME in the command below:

$ dir PGMNAME

If mail is not in use on this system, then this check is NA.  If a file not found error is returned, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1116 / 3543
	Mail object file not found.

	IA Control:
	DCSL-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


3.7.11 System Queues

VMS1201 Print/Batch queue owner mismatch

Description: This allows the owner control over the queue and could lead to loss, or restriction, of service from this queue.  By default, the printer and batch queues should be owned by the SYSTEM account.
Script Results: If a queue owner is listed as not owned by [SYSTEM], then this is a Finding.

Manual Check:  

$ sho que/all/full

If any queues are listed with an owner other than [SYSTEM], then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1201 / 3544
	Print/Batch queue owner mismatch

	IA Control:
	ECCD-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1202 Print/Batch queue protection mismatch

Description: This can lead to undesired or unauthorized manipulation of the queue such that service may be interrupted or compromised.  Queues should retain their default protection values as specified when initialized.

Script Results: If any queue is reported, then this is a Finding.

Manual Check:  

$  show que/all/full

If any print/batch queues are listed that have protections other than S:E,O:D,G:R,W:W or S:M,O:D,G:R,W:S, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1202 / 3545
	Print/Batch queue protection mismatch

	IA Control:
	ECCD-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1203 Print/Batch queue stopped.

Description: This denies print/batch service to users via these queues.

Script Results: If both queues are not used on this system, then this check is NA.  If any queue in use on this system is reported as stopped, then this is a Finding.

Manual Check:  

$ show que/all/full

If both queues are not used on this system, then this check is NA.  If any queue in use on this system is reported as stopped, then this is a Finding.

	Category:
	III

	SDID/PDIKEY: VMS1203 / 3546
	Print/Batch queue stopped.

	IA Control:
	DCBP-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1204 No print/batch queues available.

Description: This could indicate tampering with the system environment.
Script Results:  If any queues are listed as unavailable, then confirm with the SA whether queues are required.  If queues are required, then this is a Finding.

Manual Check:  

$ sho que/all/full

If the result does not return any queues, then confirm with the SA whether queues are required.  If queues are required, then this is a Finding.

action as necessary.

	Category:
	IV

	SDID/PDIKEY: VMS1204 / 3547
	No print/batch queues available.

	IA Control:
	DCBP-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1205 System queue manager is not running.

Description: This could indicate a system problem, or tampering with the system.
Script Results: If the queue manager is reported as stopped, then confirm with the SA whether queues are required.  If queues are required, then this is a Finding.

Manual Check:  

$  show que/manager

If the result reports that the queue manager is not running, then confirm with the SA whether queues are required.  If queues are required, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1205 / 3548
	System queue manager is not running.

	IA Control:
	DCBP-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


3.7.12 User Files

VMS1301 User home directory not found.

Description: This condition precludes performing requested security checks for these users.  Either their home directories need to be added to the system, or the users may need to be removed from the SYSUAF if these are accounts which have expired and/or are no longer in use.

Script Results: If any users are reported, then this is a Finding.

Manual Check:  

$ type/page sysuafb.lis

For each user, issue the following command replacing HOME with the value listed as the user’s home directory:

$ dir HOME

If the result includes a directory not found error, then this is a Finding.

	Category:
	III

	SDID/PDIKEY: VMS1301 / 3549
	User home directory not found.

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1303 Improperly accessible user files and/or command procedures

Description: This makes these files potentially vulnerable to access, modification, or deletion by unauthorized users.  The methods of access may be available via an ACL on the file, the files UIC protection, and/or user access via the directory path or user privileges.  If GROUP is displayed, then there are non-privileged users in the same group as the file owner, which have the listed accesses to the file.

Script Results: If any user files are listed, then this is a Finding.

Manual Check:  

For each valid home directory listed in check VMS1301, issue the following command:

$ dir/prot/nohead/notrail HOME

Replace “HOME” with each user’s home directory in the format:  DEVICE:[DIR…]  

Example:  

  User Scott is listed with a home directory of:  

       DUA0:[USER.SCOTT]

  Use the following command to list all file protections in SCOTT’s home directory:

  $ dir/prot/nohead/notrail DUA0:[USER.SCOTT…]

If any files listed show any GROUP access is granted, then this is a Finding.  File protection is listed in the order SYSTEM, OWNER, GROUP , WORLD.  If GROUP protection is R or RE or RWE or RWED, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1303 / 3551
	Improperly accessible user files and/or command procedures

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1304 Misowned default directory
Description: Improper ownership may prevent these users from accessing their directories, and may allow the owner full reign on the files in the directory, and possibly all files in the directory tree.

Script Results: If any files are listed, then this is a Finding.

Manual Check:  

For each valid home directory listed in check VMS1301, replace HOME in the following command in the following format:  DEVICE:[DIR]HOME.dir 

Example:  USERDISK:[USER]SCOTT.DIR  where the user home was listed as USERDISK:[USER.SCOTT].  

If the user home directory is a root directory under the device, then use [000000] as the root directory.  Example: SYS$USER:[SCOTT] would be SYS$USER:[000000]SCOTT.DIR )

$ dir/own/nohead/notrail HOME

If any directory owner is other than the user listed, then this is a Finding. 

	Category:
	II

	SDID/PDIKEY: VMS1304 / 3552
	Misowned default directory

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1305 Misowned privileged file
Description: This provides the owner with full access to the file.  Unless this is intentional, the file owner should be the same as the owner of the directory.  If the owner of the directory and the owner of the file are not the same this could represent a breach in security.
Script Results: If any files are reported as not being owned by the expected user, then this is a Finding.

Manual Check:  

For each valid home directory listed in check VMS1301, replace HOME in the following command in the following format:  DEVICE:[DIR.USER…] 

Example:  USERDISK:[USER.SCOTT…]  where the user home was listed as USERDISK:[USER.SCOTT].  

Example: SYS$USER:[SCOTT] would be SYS$USER:[SCOTT…] )

$ dir/own/nohead/notrail HOME

If any file owner other than the directory owner is listed, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1305 / 3553
	Misowned privileged file

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1306 User directory accessible
Description: This makes these directories vulnerable to undesired manipulation, viewing or deletion by unauthorized users without the owners knowledge or consent.  The accessibility may be due to weak directory protections (for WORLD or GROUP) or ACL permissions.

Script Results: If any files are listed, then this is a Finding.

Manual Check:  

For each valid home directory listed in check VMS1301, replace HOME in the following command in the following format:  DEVICE:[DIR]HOME.dir 

Example:  USERDISK:[USER]SCOTT.DIR  where the user home was listed as USERDISK:[USER.SCOTT].  

If the user home directory is a root directory under the device, then use [000000] as the root directory.  Example: SYS$USER:[SCOTT] would be SYS$USER:[000000]SCOTT.DIR )

$ dir/prot/nohead/notrail HOME

If any directories have an ACL, GROUP and/or WORLD access granted, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1306 / 3554
	User directory accessible

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1307 Files with WORLD WRITE or DELETE access
Description: This allows any user to either modify or delete these files.  These protections should be removed to avoid accidental or intentional deletion or modification of these files.

Script Results:  If any files are listed, then this is a Finding.

Manual Check:  

For each valid home directory listed in check VMS1301, replace HOME in the following command in the following format:  DEVICE:[DIR…]  (example:  USERDISK:[USER.SCOTT…]  where the user home was listed as USERDISK:[USER.SCOTT])

$ dir/prot/nohead/notrail HOME

If any files listed show WORLD Write or Delete access privileges, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1307 / 3555
	Files with WORLD WRITE or DELETE access

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1308 Users with hidden directories
Description: This is an abnormal condition.  This is a mechanism which is used to conceal files.  All directories should end with the .DIR extension.
Script Results: If any directories are listed, then this is a Finding.

Manual Check:  

For each valid home directory listed in check VMS1301, replace HOME in the following command in the following format:  DEVICE:[DIR…]*.dir  

Example:  USERDISK:[USER.SCOTT…]*.dir  where the user home was listed as USERDISK:[USER.SCOTT])

$ dir/acl/nohead/notrail HOME

If any directories are listed with an ACL that includes the word “hidden”, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1308 / 3556
	Users with hidden directories

	IA Control:
	ECCD-1/2
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


VMS1310 No login command procedure for user
Description: This could prevent the user accounts from functioning properly.  It could indicate a denial of service situation.
Script Results:  If users are listed, then this is a Finding.

Manual Check:  

$  search/window=(0,0)/out=VMS01310.lis sysuaf.lis Username:,Default:,LGICMD:

For each user listed, confirm that the file name specified in the LGICMD field exists in the user home directory.  Use the command below substituting the value in Default: for HOME and the value in LGICMD for LGICMD.  If no value is specified for LGICMD, use the value LOGIN.COM.

$ dir HOMELGICMD

Example:  Default: SYS$USER:[SCOTT] , LGICMD=SCOTTLOG.COM,HOME=SYS$USER:

 Dir SYS$USER:[SCOTT]SCOTTLOG.COM

If the file is not found, then this is a Finding.

	Category:
	III

	SDID/PDIKEY: VMS1310 / 3558
	No login command procedure for user

	IA Control:
	DCBP-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP


3.7.13 Miscellaneous

VMS1401 Non-Compliant Logon Banner
Description: The electronic “logon notice and consent banner” that advises users upon connection to a DoD sytem is required include all of the following principles:

· The system is a DOD system.

· The system is subject to monitoring.

· Monitoring is authorized in accordance with applicable laws and regulations and conducted for purposes of systems management and protection, protection against improper or unauthorized use or access, and verification of applicable security features or procedures.

· Use of the system constitutes consent to monitoring.

Script Results:  Review the system connection announcement text.  If it does not include the principles listed under Description above, then this is a Finding.

Manual Check:  

$ sho log sys$announce

If the logical name returned includes the “@” symbol as the first character, then the logical name points to a file.  Type the file indicated (does not include the “@” character) with the following command replacing FILENAME with the name of the file listed in the logical name:

$ type/page FILENAME

If the text does not cover all of the principles listed under the Description above, then this is a Finding.

	Category:
	II

	SDID/PDIKEY: VMS1401 / 7804
	Non-compliant logon banner

	IA Control:
	ECWM-1
	Level: Gold   MAC-Conf: 1-CSP,2-CSP,3-CSP
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Appendix A  Information Assurance Vulnerability Management (IAVM) Bulletin Compliance

There are no IAVM notices published for the VMS or OpenVMS operating system.

Appendix B  Record of Changes

17 Apr 2006

Added Appendix C that provides new VMS 6 process procedures.

20 Jan 2005

Added DODD 8500.2 IA control references to all checks.

Added Gold/Platinum level statuses to all checks.

Appendix C: VMS Process for OpenVMS Host Asset Security Review

C.1. System Administrator

C.1.1 Add/Define the OpenVMS Asset:

· From left frame, expand Asset Finding Maint.

· Under Asset Finding Maint., select Assets / Findings

· From right frame, under Navigation, expand By Location

· Expand the location name where the asset resides

· Click on the new folder icon to the right of the Computing

· Under the General tab in the right most frame, enter the host name (F$GETSYI("NODENAME") ) in the host name text box

· Select the Asset Identification tab

· Enter the IP address for the host and click on the add hyperlink.  Repeat for all IP addresses.  If no IP address is assigned, skip to next action.

· Enter the MAC address for the host and click on the add hyperlink.  Repeat for all network interface cards on the host.

· Select the Asset Posture tab.

· In the selection box under Available, expand Computing.

· Expand Operating System

· Click on the check box next to OpenVMS

· Click on the >> button between the Available and Selected box to move the selection to the asset definition

· Select the Systems / Enclaves tab

· Under Available Enclaves, select the enclave in which the OpenVMS asset resides

· Click on the >> button to move the select to the Selected Enclaves box

· Click on the Save icon under the Asset Posture definition to save the asset definition.

· The asset should now appear as a listing by host name under the Computing branch under the Navigation frame.

C.1.2 Editing Asset Vulnerabilities

· From left frame, expand Asset Finding Maint.

· Under Asset Finding Maint., select Assets / Findings

· From right frame, under Navigation, expand By Location

· Expand the location name where the asset resides

· Expand the host name of the asset to edit under the location name

· Expand OpenVMS under the asset name

· All vulnerabilities of OpenVMS will be listed.  Select each one to address and follow the VMS instructions for modifying vulnerabilities.  Use the OpenVMS Checklist and script to review the OpenVMS system and determine the review results.  Please note that the OpenVMS review script does not produce a file for import to VMS.

C.2. Reviewer

C.2.1 Add/Define the OpenVMS Asset:

· From left frame, expand Asset Finding Maint.

· Under Asset Finding Maint., select Assets / Findings

· From right frame, under Navigation, expand By Visit

· Expand the location name where the asset resides

· Click on the new folder icon to the right of the Computing

· Under the General tab in the right most frame, enter the host name (F$GETSYI("NODENAME") ) in the host name text box

· Select the Asset Identification tab

· Enter the IP address for the host and click on the add hyperlink.  Repeat for all IP addresses.  If no IP address is assigned, skip to next action.

· Enter the MAC address for the host and click on the add hyperlink.  Repeat for all network interface cards on the host.

· Select the Asset Posture tab.

· In the selection box under Available, expand Computing.

· Expand Operating System

· Click on the check box next to OpenVMS

· Click on the >> button between the Available and Selected box to move the selection to the asset definition

· Select the Systems / Enclaves tab

· Under Available Enclaves, select the enclave in which the OpenVMS asset resides

· Click on the >> button to move the select to the Selected Enclaves box

· Click on the Save icon under the Asset Posture definition to save the asset definition.

· The asset should now appear as a listing by host name under the Computing branch under the Navigation frame.

C.2.2 Editing Asset Vulnerabilities

· From left frame, expand Asset Finding Maint.

· Under Asset Finding Maint., select Assets / Findings

· From right frame, under Navigation, expand By Visit

· Expand the location name where the asset resides

· Expand the host name of the asset to edit under the location name

· Expand OpenVMS under the asset name

· All vulnerabilities of OpenVMS will be listed.  Select each one to address and follow the VMS instructions for modifying vulnerabilities.  Use the OpenVMS Checklist and script to review the OpenVMS system and determine the review results.  Please note that the OpenVMS review script does not produce a file for import to VMS.

UNCLASSIFIED

PAGE  
vi
UNCLASSIFIED


