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1.0	Installation


1.1	Disk preparation


Due to the continuing security problems with IIS (Microsoft Internet Information Server) it is paramount that you have separate partitions for the NT operating system and web content.  Alternatively you can use two separate hard disks.  In either case, NT and IIS server software require 128MB of space.  All file systems must be formatted NTFS.


1.2	Base OS


NT has received much hype regarding it’s C2 rating and enterprise readiness.  Nothing could be as dubious as this claim when applied to practical system security.  Default file permissions are notably the worst in industry.  Registry entries are globally modifiable.  Authentication mechanisms are easily compromised by anyone with a floppy, accessing NT volumes with impunity to read all files.  In an internet or intranet environment where attempts to gain unauthorized access is to be expected, it is necessary to make considerable modifications to the system.  Although IIS purports to install only on NT Server, we highly recommend you use NT Workstation as it has far fewer components and dangerous capabilities.  An article on the real differences between NT Server and Workstation (exactly one registry variable) can be found at http://software.ora.com/news/ms_internet_andrews.html.  We will utilize this ‘Product Option’ registry entry to sidestep IIS’s installation checks.





Boot NT Workstation v3.51 installation floppies and select “Custom Install.”  Set up partitions or disks as outlined in section 1.1.  Do not install any printers, readme files, or wall papers as you should have no use for them.  Install only Notepad, and Write from the accessories group.


1.3	Networking


When presented with the network software options, remove everything but TCP/IP Protocol  and Workstation.  Ignore the warning dialogs as we have no desire to use Microsoft’s network model.  Do NOT join a domain.  You can accept the default workgroup or change it’s name to something more appropriate but hopefully doesn’t exist anywhere accessible over the network.  The Workstation module, however, is unfortunately needed for IIS to register itself.  Configure the IP address information according to your site being sure to OMIT any WinS items..  On the “Advanced” page, deselect “Enable LMHOSTS Lookup.”  Checking the bindings page should show 2 entries: 1 each for TCP/IP and Wins (Client).


1.4	ServicePack 4


Download and apply the latest NT service pack.  After the requisite reboots, you should now have a usable workstation.  Consider backing up the entire file system so you can come back to this baseline if needed.


1.5	User accounts


Create 2 local user accounts “webmaster” and “ftpadmin” for the purposes of administering their respective services.  Set a good password for all accounts to include Guest if that is your choice for the anonymous web and ftp user.  Otherwise the account should be disabled.  Give each user their own home directory except Guest who should have none.  Delete the c:\users\default directory as it is no longer needed.  Additionally, check the Guest account checkbox for “User Cannot Change Password”.  All Groups should be empty except for the Administrators group which should include the Administrator account.


1.6	Account Policy


Set passwords to expire in a reasonable amount of time: between 30 to 60 days are good values.  Passwords should have a minimum aging period and be at least 6 characters long.  To hinder password attacks enable account locking with reasonably long time-outs.  3 failed login attempts within 30 minutes with a lockout of 1hour are decent sample values.


1.7	User Rights Policy


Access this computer from network	NONE


Back up files and directories	Administrators,


Backup Operators


Change system time	Administrators


Force shutdown from a remote system	NONE


Load and unload device drivers	Administrators


Log on locally	Administrators, ftpadmin, Guest, webmaster


Manage auditing and security log	Administrators


Restore files and directories	Administrators,


Backup Operators


Shutdown the system	Administrators


Take ownership of files or other objects	Administrators


1.8	Audit Policy


Without auditing, an administrator has no way of tracking user activity.  I recommend checking all categories except File and Object Access (success) and Process Tracking (both) as they produce large amounts of data.  Even with extensive auditing, it is essential that the administrator daily review the logs, both to establish a baseline of activity and to look for anomalies.


1.9	Directory Permissions


All directories are owned by Administrator.  If the directory is not listed below, it probably should not exist.  ‘Administrator’ is interchangeable with the local Administrators group but ensure the local Administrator is the only member.  Substitute the anonymous FTP and WWW username for Guest below.  The permissions are somewhat minimalist and may be too restrictive depending on your environment.  This applies particularly to the Administrator account which may benefit from having Change rights in certain trees.  Note that these permissions are the end result.  You will need more relaxed rights in order to create the various directories and install software and updates etc.  I recommend setting the permissions after you are sure everything is installed to your liking.





Directory	User		Rights


Delete config.sys and autoexec.bat.  You shouldn’t need them.





C:\	Administrator	List


	ftpadmin	List


	System		Read


	webmaster	List





C:\users	Administrator	List


	ftpadmin	List


	webmaster	List





C:\users\admin	Administrator	Change





C:\users\ftpadmin	ftpadmin	Change





C:\users\webmaster	webmaster	Change





C:\temp (optional)	Administrator	Change


	ftpadmin	Change


	webmaster	Change





Depending on your system, consider giving the administrator Change rights to win.ini, system.ini, and windisk.ini.  The default location of backup.log resides here.  Consider redirecting it to a different path or grant Change rights to it.  Alternatively give Administrator Add & Read at the directory level with Creator Owner set to Change as done below.





C:\winnt35	Administrator	Read


	ftpadmin	Read


	System		List


	webmaster	Read





C:\winnt35\repair (optional)	Administrator	Read





Central font repository.





C:\winnt35\system	Administrator	Read


	ftpadmin	Read


	System		Read


	webmaster	Read





Only if you are using scripts needing system DLLs should Guest have any rights.  I find windows programs’ placement of DLLs in the system tree to be abhorrent.  Unfortunately, MS hasn’t seen fit to fix their stupid design.  When applying updates or installing software, it will most likely be necessary to relax Administrator permissions to Change.  The permissions below permit the Administrator to run the backup utility as the program relies on creating temporary files in this tree.  If you use a smarter backup tool or don’t do backups, change Administrator to Read and remove the “Creator Owner” entry.





C:\winnt35\system32	Administrator	Add & Read


	Creator Owner	Change


	ftpadmin	Read


	Guest		Read


	System		List


	webmaster	Read





CMD.EXE likes to write to this file.





C:\winnt35\system32\cmos.ram	Administrator	Change


	ftpadmin	Change


	webmaster	Change





I have no idea what this directory does.  It’s probably safe to delete





C:\winnt35\system32\cache	System		Change





This directory keeps system and configuration logs.  Unless you want non-administrative users to use EventViewer, revoke all rights, otherwise grant them READ access to the .EVT files.  Since the log files are locked on boot, only System really needs to access them.





C:\winnt35\system32\config	Administrator	List


	System		Change





Permissions can probably be narrowed to Special [RW] but are untested.





C:\winnt35\system32\config\*.evt	Administrator	Change


	System		Change





Used only if DHCP is enabled.  These permissions should work but are untested.





C:\winnt35\system32\dhcp	Administrator	Read


	System		Change





Administrator doesn’t really need this unless you elect to later edit the ./etc files. (see below)





C:\winnt35\system32\drivers	Administrator	List


	System		Read





Administrators should use DNS but in those instances where access to the HOSTS file is needed for name resolution.  Note ftpadmin and webmaster can’t actually list the file (since they can’t traverse the directory tree) but the resolver reads it as the current user.  System may not need access but I’m not sure.  If edits to HOSTS etc. are needed, one must give Administrator Change rights on that file for the duration.





C:\winnt35\system32\drivers\etc	Administrator	Read


	ftpadmin	Read


	System		Read


	webmaster	Read





Only needed if you run OS/2 text based applications.  If you delete it, be sure to also delete the OS2LibPath in the system control panel.





C:\winnt35\system32\os2\dll	Administrator	Read


	ftpadmin	Read


	System		Read


	webmaster	Read





There are upward of one hundred files the overly helpful NT installation stuffs in C:\winnt35 and C:\winnt35\system32 directories which are entirely unnecessary:  .CNT files with no matching .HLP’s, introduction to NT sequences (.SEQ), .AVI’s, scads of multimedia driver DLL’s, MSMail and Scheduler with support DLL’s, and the list goes on.  There is no real harm in leaving them lying around but I detest clutter.  To protect against deleting a crucial DLL, I move candidates to a trash directory and wait a week to see if any problems develop.


2.0	IIS


2.1	Registry changes


As stated previously, we need to change a value  in the registry to pretend NT Server is installed.  With regedt32.exe change the key HKEY_LOCAL_MACHINE/SYSTEM/CurrentControlSet/ Control/ProductOptions/ProductType  from “Winnt” to “ServerNT.”  Restart the computer.


2.2	Installation


Download IIS from Microsoft’s FTP site.  It should be dated July 1996 or later.  You will also need the latest ServicePack.  Having logged in as Administrator, unpack and run the installation program.  For the most part you can accept the defaults except the service HOME (change c:\wwwroot ( d:\www) and SCRIPT paths (c:\iis\scripts ( d:\scripts).  Feel free to choose the directory names but the target drive MUST be different from both the IIS program and WindowsNT operating system.  When prompted to specify the “Anonymous Logon” username you can accept the default (IIS_computername) or specify an account of your own choosing provided it is not a privileged user.  I prefer to use the built-in account GUEST.  Whatever your choice, do not fail to set a high quality password.  With all IIS services stopped, apply the latest service pack and reboot.


2.3	WWW path setup


As administrator, run the IIS administration tool and select the WWW service.  Set the anonymous account’s username and password according to the entry in the user manager.  On the directories tab set ‘d:\www’ as the <HOME> and select Read access.  Alias d:\scripts as /scripts and Execute only.  In my case, I use centralized file based logging with daily rotation to the directory c:\iis\logs.  Again, the log files should NOT be placed on the same drive as the web content.


2.4	FTP path setup


While some sites may not use FTP, our setup is presented here as a reference.  As in section 2.3, set the anonymous account’s username and password.  In our case, d:\ftp is aliased as <HOME> and tagged with Read access.  For uploads, d:\incoming is aliased to /incoming and both Read and Write checked.  Since we do all web content modifications via ftp, d:\www is aliased to /www as is d:\scripts to /scripts and both marked Read and Write.  FTP logs are stored in the same location as the web server’s.


2.5	Directory permissions


It is important to remember the permissions specified above are ANDed with the NTFS permissions.  For example, consider the virtual directory /www.  Although the FTP server will permit Read and Write operations, only those users who actually have NTFS Write permissions in the directory can write to it.  Similarly, if I had setup the FTP server configuration to only allow Read in /www, no one would be able to write to the directory, regardless of their NTFS permissions.  It is necessary to grant the System user List privileges in order for the services to start and chdir to the initial top level directory.  All following chdir’s are done as the service user.





It may also be wise to remove the X (execution) right from all public files except /scripts to prevent the unwitting execution of Trojan horses or other dangerous programs.


�
Directory	User		Rights


C:\iis	Administrator	List


	ftpadmin	List


	System		List


	webmaster	List





c:\iis\admin	Administrator	Read


	ftpadmin	Read


	webmaster	Read





I trust my service administrators to keep their heads





c:\iis\logs	Administrator	Special [RWX][RD]


	ftpadmin	Special [RWX][RD]


	System		Special [RWX][RW]


	webmaster	Special [RWX][RD]





Ideally the service administrators should be able to run the admin tool to modify the service settings.  Unfortunately, it doesn’t work unless you run it as Administrator.  Really smart, Microsoft.





c:\iis\server	Administrator	Read


	System		Read





d:\	ftpadmin	List


	Guest		List


	System		List


	webmaster	List





d:\ftp	ftpadmin	Change (ownership optional)


	Guest		Read


	System		List


	webmaster	Read





d:\incoming	ftpadmin	Special [RX][RD} (ownership optional)


	Guest		Special [RWX][Not Specified]


	System		List





Notice that Guest has no rights to the following directory.  Go through the available scripts and grant Guest only Execute access on those you wish to permit.  That’s perfectly fine and is more secure than giving Read to the directory and thus allowing him to browse the contents at will via FTP.  If you mark script files with Read he can download them via FTP provided he knows the exact filename.  This is probably undesirable.





d:\scripts	System		List


webmaster	Change (ownership optional)





d:\www	Guest		Read


	System		List


webmaster	Change (ownership optional)
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